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g

| W lSecond Revision No. 1-NFPA 1600-2018 [ Global Comment ]
NFPA

Throughout the document:

Change "emergency management and business continuity/continuity of operations programs™ to
"crisis/disaster/emergency management and business continuity/continuity of operations
programs"”.

Change "emergency management and business continuity/continuity of operations community" to
"crisis/disaster/emergency management and business continuity/continuity of operations
community".

Submitter Information Verification

Submitter Full Name: Michael Wixted
Committee:
Submittal Date: Tue Mar 27 12:19:59 EDT 2018

Committee Statement

Committee This is an editorial correction to align with the current title of the standard based on changes

Statement: already made during the first draft. In general, the first draft placed greater emphasis on crisis
management.
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l Q\p ISecond Revision No. 21-NFPA 1600-2018 [ Global Comment ]
NFPA

Move Chapter 9 Execution to Chapter 7 and renumber subsequent sections.

Submitter Information Verification

Submitter Full Name: Michael Wixted
Committee:
Submittal Date: Wed Mar 28 15:56:08 EDT 2018

Committee Statement

Committee The committee has reconsidered the best location for this Chapter and determined it to be
Statement: Chapter 7. It also maintains alignment with the standard of Plan, Do, Check, Act.
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l Q\’ ISecond Revision No. 28-NFPA 1600-2018 [ Global Comment ]
NFPA

Throughout the document:

Change "the program" to "program®”.

Submitter Information Verification

Submitter Full Name: Michael Wixted
Committee:
Submittal Date: Tue Apr 03 10:41:35 EDT 2018

Committee Statement

Committee Statement: This is an editorial correction to allow the scope to be applied when "program" is used.
Response Message:
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l Q\’ ISecond Revision No. 42-NFPA 1600-2018 [ Global Comment ]
NFPA

See Attached new Annex L.

Supplemental Information

File Name Description Approved
SR_42_section_new_Annex_L.docx New annex.--For staff use

1600-Global_SR-42_Annex_L.docx For ballot
Submitter Information Verification

Submitter Full Name: Michael Wixted
Committee:
Submittal Date: Tue Apr 03 12:18:29 EDT 2018

Committee Statement

Committee Chapters 6, 8, and 9 of NFPA 1600, and especially §§ 6.6, 6.7, 6.8 and 6.9 along with Annexes A

Statement: and K, require facilities to use coordinated planning, preparedness and operational practices. In each
case, data interoperability is necessary for success. This annex was developed to assist practitioners
to better understand the elements of data interoperability. The essence of data interoperability is the
ability to share data with any organization across platforms in real time with minimal time of
conversion. The ideal is to be able to use any software that can have immediate access to the data.

There are many software products marketed for data interoperability. This annex does not
recommend any product, nor does it call for practitioners to acquire or rely on such a product.
Instead, it provides criteria by which the organizations needs and capabilities are assessed and
plans can be developed to fill capability gaps.

Proposed Draft Annex L - Emergency Management, Continuity, and Crisis Management Data
Interoperability
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Annex L Emergency Management, Continuity, and Crisis Management Data Interoperability

This annex is not a part of the requirements of this NFPA document but is included for informational
purposes only.

L.1 Interoperability.

Chapters 6, 8, and 9, in conjunction with the respective sections in Annex A as well as Annex K, required
the organization to practice incident and resource management using situation analysis and coordination,
emergency operations/response using situation analysis and crisis communication, and continuity using a
variety of data and communication resources. In all these cases, the success of the activity depends upon
good data kept in an interoperable system so that access by all those responsible for planning, making
operational decisions, or communicating during a crisis have the same and current information.

Accordingly, the organization must create and maintain such a system. The vision of success for such a
system is that the data it contains be accurate and updated, that it be accessible during planning as well
as during a crisis, that it be easily used and accessed by the entire range of potential users, and that it be
kept in a fashion that will maintain these traits during even catastrophic events.

While every organization working to comply with NFPA 1600 will have its own set of critical data elements,
there are some commonalities. For example, data elements that capture information on the organization’s
critical and time-sensitive processes and the status of key personnel will all be critical in following the
requirements of Sections 6.6, 6.7, 6.8, and 6.9 regardless of the nature of the organization’s operations.

Many users will immediately be drawn to software products to fill these needs. This annex does not
recommend any software product nor does it necessarily stand for the proposition that software is the
solution.

Instead, the organization must assess the hazards it might face and evaluate its current data
interoperability capabilities in the arenas of emergency management, continuity, and crisis management.
Most organizations will find that in comparison to the vision of success, their current data interoperability
systems will have capability gaps.

The next step is to strategically plan to fill such gaps. While there is great temptation to reach for a quick
solution, such solutions often bring their own additional capability gaps in the areas of financial burdens,
the need for training and staffing support, the difficulties of system operation and maintenance, and the
usefulness and reliability of the system during incidents. These new or additional capability gaps must be
factored into the strategic plan.

As the vision of success notes as its first priority, data accuracy and updates are of paramount
importance. It is pointless to have a wonderful software system if the data it contains is not accurate and
updated. The practical aspects of data creation and maintenance must remain top of mind in the strategic
planning process.

The strategic plan to fill gaps is a process. The organization must establish its data interoperability
priorities. It is valid for an organization to prioritize communication during an incident while another might
prioritize the value of data in continuity and recovery as long as these initial prioritizations are not viewed
as completing the process. Planning to fill these gaps represent a process with many steps, all of which
should demonstrate progress toward achieving the requirements of NFPA 1600.

Data interoperability is such a key foundation for emergency management, continuity, and crisis
management that the techniques required in Chapters 6, 8, and 9 must be applied to this function. For
example, the base assumptions under which the system was created must be constantly reevaluated to
determine if they are still valid. Points of failure must be identified and plans to bypass these failures put
in place. The data interoperability system must be tested repeatedly under a variety of scenarios.
Identifying failures, finding corrections, and implementing enhancements are as much a part of good data
interoperability as they are of emergency management, continuity, and crisis management generally.

One example is DHS SAFECOM Interoperability Continuums, which could be particularly useful to share an
early common view on data interoperability. (See Figure L.1.)

Figure L.1 DHS SAFECOM Interoperability Continuum.




%2 Homeland Interoperability Continuum

Regional Committee

Individual Agencies Informal Key Muiti-Discipline Working within a Statewide
Governance c Working Bet(‘::;rdlxaﬂonl Staff Collaboration Communications Interoperability
% Independently nAgencles on a Regular Basis Plan Framework
T
g @
2k
<38
2a National Incident
c
Standard ST Individual Joint SOPs Joint SOPs Regional Set of Management
Operating gs Agency for Planned Events for Emergencies Communications System
Procedures cg SOPs SOPs Integrated SOPs
=2
£5
&3 One-Way Two-Way
82 DATA Swap Common Custom-Interfaced Standards-Based Standards-Based
o3 ELEMENTS Files Applications Applications Sharing Sharing
Technology sa S A S —_—_— = = = = = = — — e e e e —— = =
8 VOIcE. . S¥ap Proprietary Shared Standards-Based
o8& |ELEMENTS Radios Gateway Shared Channels roprietary n 9-0ase
£ 2 System Shared System
E®D
ag
g8 |b——-m
s General Single Agency Muiti-Agency Multi-Agency
Training & BE Orientation on Tabletop Exercises Tabletop Exercises Full Functional “"g: lea;:w‘ordn: Trta!‘l:?: Ve
Exercises S E Equipment and for Key Field and for Key Field and Exercises Involving gand Exorclses 9
2 Applications Support Staff Support Staff All Staff
oE
3=
EE
£
= Localized
Regional Incident Daily Use
Usage g Planned Events Elr:;::lg:nqu Management Throughout Region

High Degree of Leadership, Planning, and Collaboration Among Areas
with Commitment to and Investment in Sustainability of Systems and Documentation




National Fire Protection Association Report

50f132

https://submittals.nfpa.org/TerraView Web/ContentFetcher?commentPar...

l Q\p ISecond Revision No. 29-NFPA 1600-2018 [ Detail ]
NFPA

In section E.6.1 Leadership and Commitment delete Note 2.

Submitter Information Verification

Submitter Full Name: Michael Wixted
Committee:
Submittal Date: Tue Apr 03 11:02:02 EDT 2018

Committee Statement

Committee Statement: This is an editorial correction to align with the NFPA Manual of Style (MOS).
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l Q\) ISecond Revision No. 2-NFPA 1600-2018 [ Section No. 1.2 ]

1.2* Purpose.

This standard provides the fundamental criteria for preparedness and resiliency, including the planning,
implementation, execution, assessment, and maintenance of programs for prevention, mitigation,
response, continuity, and recovery.

A1.2

The standard promotes a common understanding of the fundamentals of planning and decision making

to help entities examine all hazards and produce an integrated, coordinated, and synchronized program
for crisis/ disaster/emergency management and business continuity/continuity of operations. NFPA 1616
is based upon an integrated program described in NFPA 1600.

Starting with the 2010 edition of NFPA 1600, the standard was organized in the Plan-Do-Check-Act
(PDCA) format, as follows:

Plan is the process to determine goals and objectives and the desired outcome(s), and concludes with
an agreement to proceed.

Do is executing the actions needed to achieve the desired outcome(s).
Check is evaluating whether the desired outcome(s) has been achieved by those actions.
Act is addressing any gaps between desired outcome(s) and actual outcome(s).
Figure A.1.2 depicts the PDCA cycle.
Figure A.1.2 The Plan-Do-Check-Act (PDCA) Cycle.

Supplemental Information

File Name Description Approved

1600_SR_3_A.1.2_Final.png For staff use
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Submitter Information Verification

Submitter Full Name: Michael Wixted
Committee:
Submittal Date: Tue Mar 27 13:33:44 EDT 2018

Committee Statement

Committee Execution was added to align with changes made during the First Draft (i.e. the addition of
Statement: Chapter 7).

Figure A.1.2: The committee has updated the image based on changes to the standard from the
first draft. It correlates the chapters with the Plan, Do, Check, Act. It comes from the deming
model of continuous improvement.
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l Q\’ ISecond Revision No. 4-NFPA 1600-2018 [ Section No. 1.3 ]
NFPA

1.3* Application.

This document shall apply to public, private, and nonprofit and nongovernmental entities.

A13

The application of NFPA 1600 within the private sector is described in detail in the {mplementing
NFEPA-1600,-National-Preparedness-Standard; NFPA 1600 Handbook published by the National Fire

Protection Association.

The application of NFPA 1600 used with the United Nations Environmental Program ARELL
{ Awareness and Preparedness for Emergencies at the Local Level) (APELL) for Technological Hazards
is described in Annex G. Annex G describes both international and domestic applications.

Submitter Information Verification

Submitter Full Name: Michael Wixted
Committee:
Submittal Date: Tue Mar 27 14:21:33 EDT 2018

Committee Statement

Committee Statement: The annex has been updated to the most current publication in relation to NFPA 1600.
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l Q\p ISecond Revision No. 9-NFPA 1600-2018 [ Section No. 3.3.15]
NFPA

3.3.15 Incident.

An event that has the potential to cause interruption, disruption, loss, emergency, crisis;- disaster, or
catastrophe, and can escalate into a crisis.

Submitter Information Verification

Submitter Full Name: Michael Wixted
Committee:
Submittal Date: Wed Mar 28 15:03:50 EDT 2018

Committee Statement

Committee Statement: This is an editorial correction the committee made correct a typo.
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l »\) ISecond Revision No. 11-NFPA 1600-2018 [ Section No. 4.4.2 ]
NFPA

4.4.2

The program committee shall provide input and/ or assist in the coordination of the preparation,
development, implementation, evaluation, and maintenance of the program.

Submitter Information Verification

Submitter Full Name: Michael Wixted
Committee:
Submittal Date: Wed Mar 28 15:20:52 EDT 2018

Committee Statement

Committee Statement: This is an editorial correction to comply with the NFPA Manual of Style (MOS).
Response Message:
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l Q\’ ISecond Revision No. 12-NFPA 1600-2018 [ Section No. 4.4.3 ]
NFPA

443

The program committee shall include the program coordinator and others who have the expertise, the
knowledge of the entity, and the capability to identify resources from all key functional areas within the

The program committee shall solicit applicable external representation.

A4.4.4

When the representation on the program committee is being determined, consideration should be
given to public sector representation on a private or nonprofit sector committee and vice versa, which
will help to establish a coordinated and cooperative approach to the program.

The entity should determine if local government agencies and nonprofit or nongovernmental

organizations have adopted relevant local emergency response, preparedness, and resiliency policies,

programs, or training efforts.

Submitter Information Verification

Submitter Full Name: Michael Wixted
Committee:
Submittal Date: Wed Mar 28 15:22:21 EDT 2018

Committee Statement

Committee Statement: This is an editorial correction to comply with the NFPA Manual of Style (MOS).
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l Q\’ ISecond Revision No. 44-NFPA 1600-2018 [ Section No. 6.9.4 ]
NFPA

6.9.4*
The plan shall include the following:

Protective actions for life safety in accordance with 6.9.2-

Warning, notifications, and communication in accordance with Section 6.6-

)
(2)
(3) Crisis communication and public information in accordance with Section 6.5
(4) Resource management in accordance with 6.8.7

®)

Donation management in accordance with 6.8.9

The emergency operations/response plan should include data interoperability, which is the ability to
share data with any organization across platforms in real time with minimal time of conversion. (See
Annex L for more information.)

Submitter Information Verification

Submitter Full Name: Michael Wixted

Committee:
Submittal Date: Tue Apr 10 07:05:34 EDT 2018

Committee Statement

Committee The annex adds procedures to help emergency management, continuity, and crisis
Statement: management

on the dissemination of information across multiple platforms. Note the committee reviewed
and

adopted a version of this draft in the first meeting, but it was omitted in error.
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Committee
Statement: necessary for consistency within the standard.

l Q\’ ISecond Revision No. 23-NFPA 1600-2018 [ Section No. 9.4 ]
NFPA

7.4 Activate Incident Management Rlan System .

7.41
The entity shall execute procedures from the documented plans in accordance with-the following:
Sections 6.5, 6.8, 6.9, and 6.10.

Crisis C o | Public Inf .

Section-. Continuity-andR

7.4.2

The entity shall execute its incident management plan system and activities in support of established
objectives and tasks.

743

On activation of an emergency operations center (EOC), communications and coordination shall be
established between incident command and the EOC.

Submitter Information Verification

Submitter Full Name: Michael Wixted

Committee:
Submittal Date: Wed Mar 28 16:03:12 EDT 2018

Committee Statement

This is an editorial correction to align with terminology in Chapter 6. The changes are
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l Q\’ ISecond Revision No. 7-NFPA 1600-2018 [ Section No. 10.1.2 ]
NFPA

10.1.2*

Evaluations shall be conducted on a regularly scheduled basis and when the situation changes to
challenge the effectiveness of the existing program.

A.10.1.2

The program should be reviewed on a regularly scheduled basis, after major changes to or within the
entity (e.g., new facility, process, product, or policy), after scheduled exercises (i.e., testing of the
program), or following an incident that required a part of the plan associated with the program to be
utilized. Consideration should be given to the use of external evaluators.

The program might also need to be reviewed based on lessons learned from external influences, such
as relevant changes to one of the standards referenced in Annex D .

Submitter Information Verification

Submitter Full Name: Michael Wixted

Committee:
Submittal Date: Wed Mar 28 14:42:27 EDT 2018

Committee Statement

Committee Per the NFPA Manual of Style (MOS) the committee is including a reference to Annex D to
Statement: point the user to further guidance.
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l ﬁ\’ ISecond Revision No. 24-NFPA 1600-2018 [ Section No. 10.1.5]
NFPA

10.1.5

The entity shall maintain records of its reviews and evaluations, in accordance with the records
management practices developed under Section 4.8.

Submitter Information Verification

Submitter Full Name: Michael Wixted
Committee:
Submittal Date: Wed Mar 28 16:05:14 EDT 2018

Committee Statement

Committee Statement: This is an editorial correction to align with changes from the first draft.
Response Message:

6/20/2018, 8:24 AM



National Fire Protection Association Report

16 of 132

https://submittals.nfpa.org/TerraView Web/ContentFetcher?commentPar...

l Q\’ ISecond Revision No. 10-NFPA 1600-2018 [ Section No. A.4.1]
NFPA

A.8.2

An incident response can include protective actions for life safety (e.g., evacuation, shelter in place, and
run, hide, fight), conducting damage assessment, initiating recovery strategies, and any other measures
necessary to bring an entity to a more stable status.

Submitter Information Verification

Submitter Full Name: Michael Wixted
Committee:
Submittal Date: Wed Mar 28 15:17:42 EDT 2018

Committee Statement

Committee The committee is moving the annex to the correct location based on changes from the
Statement: First Draft.
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l Q\p ISecond Revision No. 26-NFPA 1600-2018 [ Section No. A.5.1.3 ]

A5.1.3

The results of a risk assessment and an impact analysis identify the highest potential risks and the risks
with the highest impact into the entity. This will allow the entity to focus prevention and mitigation
measures on those risks that are likeliest to occur and/or those that would have the greatest impact. (See

Figure A.5.1.3))

Figure A.5.1.3 Risk Assessment Process.
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l Q\’ ISecond Revision No. 38-NFPA 1600-2018 [ Section No. A.6.1.1 ]
NFPA

A.6.1.1

The plan developed by the program needs to address the safety and health of personnel and needs to be
part of prevention and mitigation planning, emergency response and operations planning, and continuity
and recovery planning.

Recovery operations can be particularly hazardous. Due to the nature of the recovery, normal operations
might be disrupted and the hazards uncontrolled. For example, work conditions change drastically after
hurricanes and other natural disasters. In the wake of a hurricane, response and recovery workers face
additional challenges, such as downed power lines, downed trees, and high volumes of construction
debris, while performing an otherwise familiar task or operation. Procedures and training are needed to
help ensure safe performance of those engaged in cleanup after an incident.

Corrective actions to eliminate or mitigate hazard exposure should be aggressive and complete, but they
also should be carefully considered before implementation so as not to create a new set of hazard
exposures. See Annex K for additional information on alerting and warning systems.
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A.6.6.5

l Q\’ ISecond Revision No. 37-NFPA 1600-2018 [ Section No. A.6.6.5 ]

A common format for gathering pertinent information (i.e., inbound messaging) and disseminating
information (i.e., outbound messaging) is recommended. Use of social media can provide a distinct
advantage to both inbound and outbound messaging, and should be considered a basic form of
communication with external and internal audiences. See Annex J for additional information on social

media in emergency management.
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l Q\’ ISecond Revision No. 13-NFPA 1600-2018 [ Section No. A.6.8.1 ]
NFPA

A.6.8.1

An incident management system (IMS) should be used to manage an incident. The system used varies
among entities and among jurisdictions within entities. In minor incidents, IMS functions might be handled
by one person: the incident commander or equivalent designee.

An example of a public sector IMS would be the National Incident Management System (NIMS) used in
the United States or similar systems in other countries, such as the Gold-Silver-Bronze system in the
United Kingdom. In the Incident Command System (ICS) portion of NIMS, incident management is
structured to facilitate activities in five major functional areas: command, operations, planning, logistics,
and finance and administration.

Figure A.6.8.1 illustrates public sector functions under the ICS. All positions would not be filled for all
incidents. In addition, the number of positions reporting to any supervisor should not exceed the
“manageable span of control” within the ICS. The intent of Figure A.6.8.1 is to show how the positions for
different scenarios would be organized under the ICS. In addition, the figure illustrates that the entity can
grow as the scale of the incident and the resources needed to manage the incident expand.

For private sector or nonprofit entities, it is acceptable for the IMS to be organized in whatever way best
fits the organizational structure, as long as it is clear how the entity will coordinate its operations with
public sector resources arriving at the incident scene.

Figure A.6.8.1 Diagram of Incident Command System.
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Committee The committee is changing the figure to fix a typo where public information officer
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Examples of strategies, options and alternatives for manufacturing, health care, education, service, or
other operational facilities include the following:

(1) Strategies for disruption or loss of operational site, such as the following :

(@)
(b)
()
(d)
(e)

e

(k)
()

Transfer of workload and staff to a surviving site.

Alternate site contracted through a commercial recovery vendor.
Reciprocal agreement or mutual aid agreement with a similar entity.
Dedicated alternate site built by the entity to support recovery.

Mobile facility — Generally, a trailer or mobile home that has been equipped to support
operational recovery. These can be owned or contracted for through a vendor.

Remote access/work from home.

Resources acquired at the time of disruption — This would be used for less time-sensitive
operations.

Customer service or product priority — Focuses operational capacity on specific high-value
customers or high-profit products or services.

Finished goods buyback.

Utilized to recover already delivered inventory from other customers to meet the demands of
customers who utilize “just in time.”

Relocation of staff to a surviving site that has additional capacity.

Stockpile critical equipment and inventory to be available at time of disaster.

(2) Third-party (i.e., vendor provided/extended enterprise) recovery strategy options, such as the
following :

(@)

(b)

()

(d)

Multiple sourcing — The entity buys the same or similar product or service from multiple vendors
to prevent supply chain disruption should one of them experience a disruption.

Alternate sourcing — To identify another source for a product or service should the current
vendor experience a disruption.

Service level agreement — Established service level agreements with the third party with
penalties for nonperformance.

Insource (do not outsource) — To identify internal resources that can provide service or product.

(3) Technical recovery alternatives, such as the following :

(a)

Commercial vendor (hot site) — A variety of commercial vendors will provide a recovery
environment for technology of all shapes and sizes. This eliminates the need to have redundant
hardware/software within the entity’s own footprint.

Resources acquired at time of disruption — This type of plan is used where the technology
environment is small and easy to replace or not time sensitive to the survival of the entity.

Quick-ship equipment — Established agreement with a vendor to provide specific technology on
demand following a disruption.

Dual data center with active/active — This strategy requires that the entity has access to two
data center environments that are always fully operational and are either owned by the entity or
leased where they can load balance time-sensitive applications between two geographic
locations. If one center experiences a disruption, the surviving center takes the entire load
without need for recovery and is capable of handling the entire load. These data centers must
generally be within 50 network miles of each other to prevent network latency.

Dual data center with active/passive — This strategy requires that the entity has access to two
data center environments that are always fully operational and either owned by the entity or
leased where they can split time-sensitive applications between the two geographic locations.
The data that supports the applications in each center needs to be replicated to the other data
center to facilitate recovery and to prevent significant data loss. If one center experiences a
disruption, the applications operating in the disrupted data center are “restarted” at the surviving
center that is-capable-of-handling can handle the entire load. These data centers can be
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(4)

®)

geographically distant, even in different countries. The load from the impacted site is simply
“switched over” to the surviving site. There is a minimal disruption during the transition and little
data loss if the data is replicated between the centers.

(f) Outsourcing with a service-level service level agreement (e.g., cloud computing) — An entity
can have some or all of this technology environment hosted in the “cloud.” This would likely
prevent the entity’s operations and the technology environment from being impacted by the same
disruption. The requirements for recovery of the technology environment are established with the
cloud vendor.

(g) Stockpiled equipment — The entity could store the equipment needed for recovery en-site on-
site in their recovery location.

(h) Manual workarounds or alternate systems — The entity could use manual workarounds such as
a manual call log or alternate systems such as spreadsheets instead of the general ledger
system until the technology environment is recovered.

Backup strategies for records, such as the following :

(a) Electronic storage — On media such as flash drives or external hard drives.
(b) Synchronous replication — Data is written onto data storage at two locations simultaneously.

(c) Asynchronous replication — Data is written onto data storage at two locations but with some
degree of latency between writing on the production drive and writing on the backup drive.

(d) Electronic journaling — Activities that happen on one data store are captured on a journal as
they are written. If a disruption occurs, you can recover up to the last good journal entry off
site off-site at the time of the disruption.

(e) Standby database — A backup to the production database should the production database be
corrupted or lost in a disruption.

=
=

Electronic vaulting — A point-in-time backup stored on disk.
g) Tape backup — A point-in-time backup stored on tape.

h) Full backup — A point-in-time backup of everything on a data store.

—

Differential backup — A point-in-time backup of everything on the data store that has changed
since the last full backup was made.

() Incremental backup — A point-in-time backup of everything on the data store since the last time
any type of backup was made.

(k) Salvage — An attempt to recover data from a device that has been damaged.

Hard-copy storage, such as the following :

(a) Film — Pictures or video.

(b) Fiche — Old technology that allows large quantities of images to be stored in a small space.
(c) Photocopy — A copy of an original record stored off site off-site .

(d) Scan — A digital image of a record that can be stored off-site off-site .

(e) Salvage — An attempt to restore damaged paper records following a disruption.

Plans should include or provide the following as needed to support the recovery:

(1)
)
@)
(4)
®)
(6)
@)
(8)

Facilities and equipment

Technology infrastructure

Telecommunications and data protection systems
Distribution systems for essential goods
Transportation systems, networks, and infrastructure
Human resources

Psychosocial services

Health services
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(9) Power, water, and HVAC
Short-term goals and performance objectives should be established and include the following:

(1) Recovery of critical or time-sensitive personnel, systems, operations, records, and equipment
(2) Agreed-upon priorities for restoration and mitigation
(3) Length of downtime acceptable before restoration to a minimal level is required

(4) Minimal acceptable level of resources needed to provide for the restoration of facilities, processes,
programs, services, and infrastructure

Long-term goals and objectives should be based on the entity’s strategic plan and include the following:

(1) Management and coordination of activities
(2) Funding and fiscal management
(3) Management of contractual and entity resources

(4) Opportunities for prevention and mitigation
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A.6.10.1.2

Plans for business continuity, continuity of operations, and continuity of government are generally similar
in intent and less similar in content. Continuity plans have various names in public, private, and nonprofit
sectors, including business continuity, continuity of operations plans, business resumption plans,
continuity of government plans, and disaster recovery plans.
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l »\) ISecond Revision No. 17-NFPA 1600-2018 [ Section No. A.6.11.1 ]
NFPA

A.6.11.1

Employee assistance and support might also be called human continuity, human impacts, workforce
continuity, and human aspects of continuity;-and-se-ferth . Employee assistance and support includes the
entity’s employees and their families or significant others affected by the incident. See Annex K, which

supports emergency communications.
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l »\) ISecond Revision No. 18-NFPA 1600-2018 [ Section No. A.6.11.1(2) ]
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A.6.11.1(2)
The entity should develop policies and procedures to store, retrieve, and control access to personal
information when needed in an emergency-situation , including the ability to facilitate notification to, and

reunification of, family members.
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l »\’ ISecond Revision No. 19-NFPA 1600-2018 [ Section No. A.8.2 ]
NFPA

A.9.2

An exercise is an instrument used to train for, assess, practice, and improve performance in prevention,
protection, response, and recovery capabilities in a risk-managed environment. Exercises can be used for
testing and validating policies, plans, and procedures; to train individuals; to practice using equipment; to
validate alternate site readiness; and to practice utilization of interagency agreements. Exercise goals can
include clarifying and training personnel in roles and responsibilities, improving coordination and
communications, identifying gaps in resources, improving individual performance, and identifying
opportunities for improvement.

A test or testing is a unigque-and-particular- type of exercise that incorporates an expectation of a pass or
fail element within the established goal or objectives. Generally, one tests equipment and technology and
exercises people and plans. Testing equipment and technology is either a pass or fail — it either works or
it does not work. Exercising people and plans is not a pass or fail, although goals and objectives should
be set that are either met or not met by the exercise. The purpose of exercising a person or a plan is to
find out what does not work so the issue can be resolved before a problem occurs. Remember, if we knew
it all worked, we would not need to test or exercise.

An exercise allows the entity to practice procedures and interact in a controlled setting. Participants
identify and make recommendations to improve the overall program. The fundamental purpose is to
improve capabilities to respond to and recover from a real incident. In support of that goal, an exercise
should be used to achieve the following:

(1) Reveal planning weaknesses and strengths in plans, standard operating procedures (SOPs), and
standard operating guidelines (SOGs), and validate recently changed procedures

(2) Improve the coordination among various response entities, including, as appropriate, government
officials and community support entities

(3) Validate the training for response (e.g., incident command, hazard recognition, protective actions, and
communications) and recovery (e.g., crisis management, technology recovery, operational recovery,
and recovery communications)

(4) Increase the entity’s general awareness of the hazards and protective actions

(5) Identify gaps where additional resources, equipment, or personnel are needed to prepare for, respond
to, and recover from an incident

(6) Provide training and conditioning for team members and personnel in appropriate actions

(7) Practice established incident command structure, and practice response and recovery in a safe
environment
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l »\’ ISecond Revision No. 20-NFPA 1600-2018 [ Section No. A.8.3 ]
NFPA

A.9.3

An exercise can involve invoking response and operational continuity procedures, or simulate response or
operational continuity incidents, in which participants role-play in-erder- to assess issues that could arise
prior to a real invocation. Exercises can be announced in advance.

Exercises should include, but not be limited to, orientation seminars, drills, tabletop exercises, functional
exercises, and full-scale exercises.

Orientation Seminar seminar . The orientation seminar is an overview or introduction. Its purpose is to
familiarize participants with roles, plans, procedures, or equipment. It can also be used to resolve
questions of coordination and assignment of responsibilities.

Drill. A drill is a coordinated, supervised exercise activity normally used to test a single specific operation
or function, such as an evacuation drill to test the ability to quickly and safely evacuate a facility. With a
drill, there is no attempt to coordinate entities or fully activate the EOC. lts role in an exercise program is
to practice and perfect one small part of the response plan and help prepare for more extensive exercises,
in which several functions will be coordinated and tested. The effectiveness of a drill is its focus on a
single, relatively limited portion of the overall emergency management system. It makes possible a tight
focus on a potential problem area.

Tabletop exercise. A tabletop exercise is a facilitated analysis of an emergency situation in an informal,
relatively stress-free environment. It is designed to elicit constructive discussion as participants examine
and resolve problems based on existing operational plans and identify where those plans need to be
refined. The success of the exercise is largely determined by group participation in the identification of
problem areas.

Functional exercise. A functional exercise is a fully simulated interactive exercise that tests the capability
of an entity to respond to a simulated event. The exercise tests multiple functions of the entity’s
operational plan. It is a coordinated response to a situation in a time-pressured, realistic simulation.

Full-scale exercise. A full-scale exercise simulates a real event as closely as possible. It is designed to
evaluate the operational capability of emergency and crisis management systems and operational
recovery plans in a highly stressful environment that simulates actual response conditions. To accomplish
this realism, it can include the mobilization and actual movement of emergency personnel, equipment, and
resources. ldeally, the full-scale exercise should exercise and evaluate the capabilities of the emergency
management plan, the technology recovery plan, crisis management plan, and/or operational plan.
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l Q\’ ISecond Revision No. 22-NFPA 1600-2018 [ Section No. A.9.1 ]
NFPA

A7A1

The types of incidents to be recognized as having potential for major impact on the entity can be found
through the risk assessment in 5.2.2.1 and 5.2.3, the business impact analysis (BIA) in 5.3.2, crisis
communications and public information in Section 6.5, and incident management in Section 6.8.
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l »\) ISecond Revision No. 25-NFPA 1600-2018 [ Chapter B ]
NFPA

Annex B Self-Assessment for Conformity with NFPA 1600, 2046 2019 Edition

This annex is not a part of the requirements of this NFPA document but is included for informational
purposes only.
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Table B.1 shows a self-assessment tool that is intended to assist entities in determining conformity with
the requirements of NFPA 1600. The table includes a list of hazards and text from the body of the
standard where needed to make the self-assessment tool more user friendly. Users of this self-
assessment tool can indicate conformity or nonconformity, as well as evidence of conformity, corrective

action, task assignment, a schedule for action, or other information in the Comments column.

Table B.1 Self-Assessment Tool for Conformity with the 2046 2019 Edition of NFPA 1600

NFPA 1600 Program Elements

Conforming

Nonconforming

Comments

Chapter 4 Program Management
4.1* Leadership and Commitment.

4.1.1 The entity leadership shall demonstrate commitment
to the program to:

* prevent,

* mitigate the consequences of,

* prepare for,

* respond to,

» maintain continuity during,

* and recover from incidents.

4.1.2 The leadership commitment shall include the
following:

(1) Support the development, implementation, and
maintenance of the program

—=and-maintenance-of the program

(2) Provide necessary resources to support the program

(3) Ensure the program is reviewed and evaluated as
needed to ensure program effectiveness

(4) Support corrective action to address program
deficiencies

4.1.3 The entity shall:

« adhere to policies,

* execute plans,

« and follow procedures developed to support the
program.

4.2* Program Coordinator. The program coordinator shall
be appointed by the entity’s leadership and

* authorized to develop,

* implement,

* administer,

« evaluate,

» and maintain the program.

4.3 Performance Objectives.

4.3.1* The entity shall establish performance objectives for

the program in accordance with Chapter 4

» and the elements in Chapters 5 through 10.

4.3.2 The performance objectives shall address the results

of the hazard identification,

* risk assessment,
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NFPA 1600 Program Elements

Conforming

Nonconforming

Comments

» and business impact analysis.

4.3.3 Performance objectives shall be developed by the
entity to address both short-term

* and long-term needs.

4.3.4* The entity shall define the terms short-term

*and long-term .

4.3 4.4 Program Committee.

4.3.14%*4.4.1 A program committee shall be established by
the entity in accordance with its policy.

4.3.2 4.4.2 The program committee shall provide input,

« and/or assist in the coordination of the preparation,

* development,

* implementation,

« evaluation,

» and maintenance of the program.

4.3.3 4.4.3 * The program committee shall include the
program coordinator

+ and others who have the expertise, the knowledge of
the entity, and the capability to identify resources from all
key functional areas within the entity

» and shall solicit applicable external representation.

4.4 4.5 Program Administration.

4.414 4.5.1 The entity shall have a documented program
that includes the following:

(1) Executive policy, including: vision, mission statement,
roles, and responsibilities, and enabling authority

(2)* Program scope, goals, performance objectives, and
metrics for program evaluation

—goals,

e f luat

(3)* Applicable authorities, legislation, regulations, and
industry codes of practice as required by Section 4.6

(4) Program budget and schedule, including milestones

—-= and-schedule;

ncluding i

(5) Program plans and procedures that include the
following:

(a) Anticipated cost
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NFPA 1600 Program Elements

Conforming

Nonconforming

Comments

(b) Priority

(c) Resources required

(6) Records management practices as required by Section
47438

(7) Management of change

4.4.2 4.5.2 The program shall include the requirements
specified in Chapters 4 through 9 10, the scope of which
shall be determined through an “all-hazards” approach and
the risk assessment.

4.4.3 4.5.3 * Program requirements shall be applicable to
preparedness including the:

* planning,

* implementation,

* assessment,

» and maintenance of programs for:

* prevention,

* mitigation,

* response,

« continuity,

* and recovery.

4.54.6 Laws and Authorities.
4.5.1 4.6.1 The program shall comply with:

« applicable legislation,

* policies,

* regulatory requirements,

» and directives.

4.5.2 4.6.2 The entity shall:

« establish,

* maintain,

» and document procedure(s) to comply with:

« applicable legislation,

* policies,

* regulatory requirements,

« and directives.

4.5.3*4.6.3* The entity shall implement a strategy for
addressing the need for revisions to:

* legislation,

* regulations,

« directives,

* policies,

« and industry codes of practice.

4.6 4.7 Finance and Administration.

4.6.1 4.7.1 The entity shall develop finance and
administrative procedures to support the program:

* before,

* during,
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NFPA 1600 Program Elements

Conforming

Nonconforming

Comments

 and after an incident.

4.6.2* 4.7.2* There shall be a responsive finance and
administrative framework that does the following:

(1) Complies with the entity’s program requirements

(2) Is uniquely linked to: response, continuity, and recovery
operations

— = response;

EGI t. Elt,!

—= and-recovery-operations

(3) Provides for maximum flexibility to expeditiously:
request, receive, manage, and apply funds in a
nonemergency environment and in emergency situations to
ensure the timely delivery of assistance

4.6.3 4.7.3 Procedures shall be created

+ and maintained for expediting fiscal decisions in
accordance with established authorization levels,

* accounting principles,

* governance requirements,

« and fiscal policy.

4.6.4 4.7.4 Finance and administrative procedures shall
include the following:

(1) Responsibilities for program finance authority, including
reporting relationships to the program coordinator

includi . ionshi |
coordinator

(2)* Program procurement procedures

(3) Payroll

(4)* Accounting systems to track and document costs

(5) Management of funding from external sources

(6) Crisis management procedures that coordinate
authorization levels and appropriate control measures

(7) Documenting financial expenditures incurred as a result
of an incident and for compiling claims for future cost
recovery

(8) Identifying and accessing alternative funding sources

i altormative fundi

(9) Managing budgeted and specially appropriated funds

4.7% 4.8* Records Management.
4.71 4.8.1 The entity shall:

* develop,

* implement,
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NFPA 1600 Program Elements

Conforming

Nonconforming

Comments

+ and manage a records management program to ensure
that records are available to the entity.

4.7.2 4.8.2 The program shall include the following:

(1) Identification of records (hard copy or electronic) vital to
continue the operations of the entity

—= (hard-copy

loctronic) vi et ions of t
entity

(2) Backup of records on a frequency necessary to meet
program goals and objectives

(3) Validation of the integrity of records backup

(4) Implementation of procedures to: store, retrieve, and
recover records on-site or off-site

—'—StOF%

—= retrieve;

.  si

(5) Protection of records

(6) Implementation of a record review process

(7) Procedures coordinating records access

Chapter 5 Planning
5.1 Planning and Design Process.

5.1.1* The program shall follow a planning process that
develops:

« strategies,

* plans,

« and required capabilities to execute the program.

5.1.2 Strategic planning shall define the entity’s:

« vision,

* mission,

* and goals of the program.

5.1.3* A risk assessment and a business impact analysis
(BIA) shall develop information to:

* prepare prevention

» and mitigation strategies.

5.1.4* A risk assessment, a BIA, and a resource needs
assessment shall develop information to prepare:

—aBln

—= and-aresource-needs-assessmentshall- develop
inf ) :

* emergency operations/response,

* crisis communications,

« continuity,

* and recovery plans.

5.1.5* Crisis management planning shall address an event,
or series of events, that severely impacts or has the
potential to severely impact an entity’s:

6/20/2018, 8:24 AM



National Fire Protection Association Report https://submittals.nfpa.org/TerraView Web/ContentFetcher?commentPar...

NFPA 1600 Program Elements Conforming | Nonconforming | Comments

* operations,

* brand
* image,
* reputation,

* market share,

« ability to do business,

« or relationships with key stakeholders.

5.1.6* The entity shall include key stakeholders in the
planning process.

5.2* Risk Assessment.
5.2.1 The entity shall conduct a risk assessment.
5.2.2 The entity shall identify hazards

» and monitor those hazards

« and the likelihood

« and severity of their occurrence over time.

5.2.2.1 Hazards to be evaluated shall include the following:
(1) Geological:

(a) Earthquake

(b) Landslide, mudslide, subsidence

(c) Tsunami
(d) Volcano

(2) Meteorological:
(a) Drought

(b) Extreme temperatures (hot, cold)

(c) Famine

(d) Flood, flash flood, seiche, tidal surge

(e) Geomagnetic storm

(f) Lightning

(9) Snow, ice, hail, sleet, avalanche
—-= avalanche

(h) Wildland fire

(i) Windstorm, tropical cyclone, hurricane, tornado, water
spout, dust storm, sandstorm

(3) Biological:
(a) Food-borne ilinesses

(b)* Infectious/communicable/pandemic diseases

(4) Accidental human-caused:
(a) Building/structure collapse
(b)* Entrapment

(c) Explosion/fire

(d) Fuel/resource shortage

(e)* Hazardous material spill or release

(f) Equipment failure

(9) Nuclear reactor incident

(h) Radiological incident
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NFPA 1600 Program Elements

Conforming

Nonconforming

Comments

(i)* Transportation incident

(j) Unavailability of essential employee(s)

(k)* Water control structure failure

() Misinformation

(5) Intentional human-caused:
(a) Incendiary fire

(b) Bomb threat

(c) Demonstrations/civil disturbance/riot/insurrection

(d) Discrimination/harassment

(e) Disinformation_(rumors, false allegations, or

accusations)

(f) Kidnapping/hostage/extortion

(9) Acts-of-war Geopolitical risks including acts of war,
change in government, and political instability

(h) Missing person

(i)* Cyber security incidents

(j) Product defect or contamination

(k)Robbery/theft/fraud

(1) Strike or labor dispute

(m) Suspicious package

(n)* Terrorism

(o) Vandalism/sabotage

(p)Workplace/school/university violence

{8)-Technological: :(q) Supply chain constraint or failure

—{a)y~Hardware;- (6) Technological:

—= software;

—= (a)* Hardware, software, and network connectivity
interruption, disruption, or failure

—= orfailure

(b)* Utility interruption, disruption, or failure

—= disruption,- (7) Economic/financial:

—-=orfailure (a) Foreign currency exchange rate change

(b) Economic recession

(c) Boycott

(d) Theft/fraud/malfeasance/impropriety/scandal involving

currency, monetary instruments, goods, and intellectual
property

(8) Strategic:

(a) Loss of senior executive

(b) Failed acquisition/strategic initiative

(9) Humanitarian issues

5.2.2.2* The vulnerability of:

* people,
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NFPA 1600 Program Elements

Conforming

Nonconforming

Comments

* property,

* operations,

« the environment,

* the entity,

« and the supply chain operations shall be identified,
evaluated, and monitored.

5.2.3 The entity shall conduct an analysis of the impacts of
the hazards identified in 5.2.2 on the following:

(1) Health and safety of persons in the affected area

(2) Health and safety of personnel responding to the
incident

(3) Security of information

(4)* Continuity of operations

(5) Continuity of government

(6)* Property, facilities, assets, and critical infrastructure

tacilities,

—= gssets;

iticalinf

(7) Delivery of the entity’s services

(8) Supply chain

(9) Environment

(10)* Economic and financial conditions

i . it

(11) Legislated, regulatory, and contractual obligations

—=regulatory,

o

(12) Reputation-of Brand, image, and reputation

—= orconfidence-in-the-entity

(13) Work and labor arrangements

5.2.4 The risk assessment shall include an analysis of the
escalation of impacts over time.

5.2.5* The analysis shall evaluate the potential effects of:

* regional,

* national,

« or international incidents that could have cascading
impacts.

5.2.6 The risk assessment shall evaluate the adequacy of
existing prevention

» and mitigation strategies.

5.3 Business Impact Analysis (BIA).

5.3.1 The entity shall conduct a BIA that includes an
assessment of how a disruption could affect an entity’s:

* operations,

* reputation,

« and market share,

* ability to do business,
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NFPA 1600 Program Elements

Conforming

Nonconforming

Comments

« or relationships with key stakeholders

« and identifies the resources

+ and capabilities that might be needed to manage the
disruptions.

5.3.1.1* The BIA shall identify processes that are required
for the entity to perform its mission.

5.3.1.2* The BIA shall identify the following resources that
enable the processes:

(1) Personnel

(2) Equipment

(3) Infrastructure

(4) Technology

(5) Information

(6) Supply chain

5.3.2* The BIA shall evaluate the following:
(1) Dependencies

(2) Single-source and sole-source suppliers

—= and-sole-source-suppliers

(3) Single points of failure

(4) Potential qualitative and quantitative impacts from a
disruption to the resources in 5.3.1.2

‘ isruption to.t

5.3.2.1* The BIA shall determine the point in time [recovery
time objective (RTO)] when the impacts of the disruption
become unacceptable to the entity.

5.3.3* The BIA shall identify the acceptable amount of data
loss for physical

+ and electronic records to identify the recovery point
objective (RPO).

5.3.4* The BIA shall identify gaps between the RTOs

» and RPOs and demonstrated capabilities.

5.3.5* The BIA shall be used in the development of:

« continuity

* and recovery

« strategies

» and plans.

5.3.6* The BIA shall identify critical supply chains, including
those exposed to domestic

* and international risks,

« and the time frame within which those operations
become critical to the entity.

5.4 Resource Needs Assessment.

5.4.1* The entity shall conduct a resource needs
assessment based on the:

 hazards identified in Section 5.2

« and the business impact analysis in Section 5.3.
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5.4.2 The resource needs assessment shall include the
following:

(1)* Human resources, equipment, training, facilities,
funding, expert knowledge, materials, technology,
information, intelligence, and the time frames within which
they will be needed

(2) Quantity, response time, capability, limitations, cost, and

liabilities

5.4.3* The entity shall establish procedures to:

* locate,

* acquire,

« store,

« distribute,

* maintain,

* test,

« and account for:
= services,
* human resources,

* equipment,

» and materials procured

« or donated to support the program.

5.4.4 Facilities capable of supporting:

* response,

« continuity,

 and recovery operations shall be identified.

5.4.5* The need for mutual aid/assistance

« or partnership agreements shall be determined;

« if needed, agreements shall be established

» and documented.
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—=and-the-elements-in-Chapters 5-through-9:

¢ | . ification,

— risk-assessment;

entity to address both short-term

—eand-long-term-needs.

—=-and- long-term -

Chapter 6 Implementation
6.1 Common Plan Requirements.
6.1.1* Plans shall address the health

+ and safety of personnel.

6.1.2 Plans shall identify and document the following:

(1) Assumptions made during the planning process

(2) Functional roles and responsibilities of internal and
external entities

ibilit

——e of internal

Lontiti

(3) Lines of authority

(4) The process for delegation of authority

(5) Lines of succession for the entity

(6) Liaisons to external entities

(7) Logistics support and resource requirements

—= and-resource requirements

6.1.3* Plans shall be individual, integrated into a single plan
document, or a combination of the two.

6.1.4* The entity shall make sections of the plans available
to those assigned specific tasks and responsibilities therein

« and to key stakeholders as required.

6.2 Prevention.

6.2.1* The entity shall develop a strategy to prevent an
incident that threatens:

- life,

* property,

* operations,

« information,

* and the environment.

6.2.2* The prevention strategy shall be kept current using
the information collection

+ and intelligence techniques.
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6.2.3 The prevention strategy shall be based on the results
of hazard identification

» and risk assessment,

* an analysis of impacts,

 program constraints,

* operational experience,

* and cost-benefit analysis.

6.2.4 The entity shall have a process to:

» monitor the identified hazards

+ and adjust the level of preventive measures to be
commensurate with the risk.

6.3 Mitigation.
6.3.1* The entity shall develop

= and implement a mitigation strategy

« that includes measures to be taken to limit or control the
consequences,

* extent,

« or severity of an incident that cannot be prevented.

6.3.2* The mitigation strategy shall be based on the results
of hazard identification

* and risk assessment,

* an analysis of impacts,

 program constraints,

* operational experience,

* and cost-benefit analysis.

6.3.3 The mitigation strategy shall include interim

« and long-term actions to reduce vulnerabilities.

6.4 Crisis Management.
6.4.1 The entity shall establish,

* and maintain a crisis management capability to manage
issues,

 events,

* or series of events,

« that severely impact or have the potential to severely
impact an entity’s brand,

* image,

* reputation,

* market share,

« ability to do business,

« or relationships with key stakeholders.

6.4.2 The crisis management capability shall include
assigned responsibilities and established processes to
perform the following:

(1) Engage senior leadership

(2) Detect the signals, symptoms, incidents, events, or
circumstances that portend an emerging crisis or have the
potential to trigger a crisis
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(3) Conduct a situation analysis

(4) Declare a crisis, alert responsible persons, and activate
crisis management plans should the current situation meet
established criteria

(5) Identify issues to be addressed by the responsible
persons and senior leadership

(7) Provide direction and support for the entity’s facilities,
operations, employees, customers, and others affected by
or potentially affected by the crisis

(8) Coordinate with the entity’s crisis communication
capability and provide strategic direction, authorize
communications strategies, and communicate with
stakeholders

6.4 6.5 Crisis Communications and Public Information.

6.4.1*6.5.1* The entity shall develop a plan

 and procedures to disseminate information to

« and respond to requests for information from the
following audiences before,

* during,

» and after an incident:

(1) Internal audiences, including employees

includi !

{2} External-audiences;

cluding & i

—-366ess

—= (2) External audiences, including the media, access
and functional needs population, and other stakeholders

—-= and-other-stakeholders

6.4.2* 6.5.2* The entity shall establish

» and maintain a crisis communications or public
information capability that includes the following:

(1)* Central contact facility or communications hub

(2) Physical or virtual information center

(3) System for: gathering, monitoring, and disseminating
information

—=gathering,

. irating in :

(4) Procedures for developing and delivering coordinated
messages

‘olivor .

(5) Protocaol to clear information for release

6.5 6.6 Warning, Notifications, and Communications.
6.5.14*6.6.1* The entity shall determine its warning,

« notification,

» and communications needs.

6.5.2%6.6.2* Warning,
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« notification,

» and communications systems shall be reliable,

 redundant,

* and interoperable.

6.5.3*6.6.3* Emergency warning,

« notification,

» and communications protocols

 and procedures shall be developed,

« tested,

+ and used to alert stakeholders potentially at risk from an
actual or impending incident.

6.5.4 6.6.4 Procedures shall include issuing warnings
through authorized agencies if required by law

+ as well as the use of prescripted pre-scripted
information bulletins or templates.

6.6.5* Information shall be disseminated through the
media

* social media
lia, . lia,

« or other means as determined by the entity to be the
most effective.

6.6 6.7 Operational Procedures.
6.6.1 6.7.1 The entity shall develop,

e coordinate,

» and implement operational procedures to support the
program.

6.6.26.7.2 Procedures shall be established

* and implemented

« for response to

« and recovery from the impacts of hazards identified in
5.2.2.

6.6.3*6.7.3* Procedures shall provide for life safety,

* property conservation,

* incident stabilization,

* continuity,

« and protection of the environment under the jurisdiction
of the entity.

6.6.4 6.7.4 Procedures shall include the following:
(1) Control of access to the area affected by the incident

(2) Identification of personnel engaged in activities at the
incident

(3) Accounting for personnel engaged in incident activities

(4) Mobilization and demobilization of resources

| bilizati ‘

6.6.56.7.5 Procedures shall allow for concurrent activities
of response,
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« continuity,

* recovery,

* and mitigation.

6.7 6.8 Incident Management.

6.7.1*6.8.1* The entity shall develop an incident
management system to direct,

« control,

» and coordinate response,

« continuity,

* and recovery operations.
6.7-4-1*6.8.1.1* Emergency Operations Centers (EOCs).
6.7.1-41*6.8.1.1.1* The entity shall establish primary

* and alternate EOCs capable of managing response,

* continuity,

* and recovery operations.
6.7-4-1.2£6.8.1.1.2* The EOCs shall be permitted to be
physical-ervirtual:

* or virtual.

67443 6.8.1.1.3* On activation of an EOC,
communications

» and coordination shall be established between incident
command and-the EOC .

» and the EOC

6.7-2 6.8.2 The incident management system shall describe
specific entity roles,

« titles,

+ and responsibilities for each incident management
function.

6.7.3*6.8.3* The entity shall establish procedures

+ and policies for coordinating prevention,

* mitigation,

* preparedness,

° response,

* continuity,

* and recovery activities.

6.7.4 6.8.4 The entity shall coordinate the activities
specified in 643 6.8.3 with stakeholders.

6.7.5 6.8.5 Procedures shall include a situation analysis
that incorporates a-damage an assessment of the following
for the purposes of activating emergency
response/operations,

* business continuity/continuity of operations,

* crisis management,

 and/or crisis communications plans and capabilities:

(1) Casualties and the availability of required personnel
resources
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(2) Physical damage to property under the jurisdiction of
the entity

(3) Interruption or disruption of the entity's operations

(4) Impacts to digital information and vital records

(5) Actual or potential contamination of the environment

(6) Actual or potential impacts to brand, image, reputation,
market share, ability to do business, or relationships with

key stakeholders

dontif

(7) Resources needed to support response, continuity, and

recovery activities.

6.7.6*6.8.6 Emergency operations/response shall be
guided by an incident action plan-er-management-by

» or management by objectives.

6.7-7 6.8.7 Resource management shall include the
following tasks:

(1) Establishing processes for describing, taking inventory
of, requesting, and tracking resources

o ‘

—= requesting;

—e-and-tracking-resources

(2) Resource typing or categorizing by size, capacity,
capability, and skill

——= (3) Mobilizing and demobilizing resources in
accordance with the established IMS

(4) Conducting contingency planning for resource
deficiencies

6.7-8 6.8.8 A current inventory of internal

» and external resources shall be maintained.

6.7.9 6.8.9 Donations of human resources,

* equipment,

* material,

+ and facilities shall be managed.

6.8 6.9 Emergency Operations/Response Plan.

6.8.14*6.9.1* Emergency operations/response plans shall
define responsibilities for carrying out specific actions in an
emergency.
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6.8.2* 6.9.2* The plan shall identify actions to be taken to
protect people,

« including people with disabilities

» and others other access and functional needs,

—e and-functional-needs;

« information,

* property,

* operations,

« the environment,

* and the entity.

6.8.3*6.9.3* The plan shall identify actions for incident
stabilization.

6.8.4 6.9.4 The plan shall include the following:
(1) Protective actions for life safety in accordance with 6.8.2

(2) Warning, notifications, and communication in

accordance with Section 6.6

(3) Crisis communication and public information in
accordance with Section 6.5

o in .y ith Soction 6.4

(4) Resource management in accordance with 6.7-76.8.7

(5) Donation management in accordance with 6-7-9 6.8.9

6.9%6.10* Continuity and Recovery.
6.9:16.10.1 Continuity.

6.9.14.1 6.10.1.1 Continuity plans shall include strategies to
continue critical

» and time-sensitive processes and as identified in the
BIA.

6.9.1.26.10.1.2 Continuity plans shall identify
» and document the following:
(1) Stakeholders that need to be notified

(2) Processes that must be maintained

(3) Roles and responsibilities of the individuals
implementing the continuity strategies

and responsibilities-ofthe-individuals-implementing-the

(4) Procedures for activating the plan, including authority
for plan activation

reludi — o

(5) Critical and time-sensitive technology, application
systems, and information

. itive tochrology.

icat ’

in .

(6) Security of information

(7) Alternative work sites

6/20/2018, 8:24 AM



National Fire Protection Association Report

52 of 132

NFPA 1600 Program Elements

Conforming

Nonconforming

Comments

(8) Workaround procedures

(9) Vital records

(10) Contact lists

(11) Required personnel

(12) Vendors and contractors supporting continuity

(13) Resources for continued operations

(14) Mutual aid or partnership agreements

-~ or partnership agreements

(15) Activities to return critical and time-sensitive processes
to the original state

. o he-oriainal

6.9:1.3 6.10.1.3 Continuity plans shall be designed to meet
the RTO

* and RPO.

6.9:.1.4 6.10.1.4 Continuity plans shall address supply chain
disruption.

6.9.26.10.2 Recovery.

6.9.2.1 6.10.2.1 Recovery plans shall provide for
restoration of processes,

* technology,

« information,

* services,

* resources,

« facilities,

* programs,

« and infrastructure.

6.9.2.26.10.2.2 Recovery plans shall document the
following:

(1) Damage assessment

(2) Coordination of the restoration, rebuilding, and
replacement of facilities, infrastructure, materials,
equipment, tools, vendors, and suppliers

(3) Restoration of the supply chain

(4) Continuation of communications with stakeholders

(5) Recovery of critical and time-sensitive processes,
technology, systems, applications, and information
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(6) Roles and responsibilities of the individuals
implementing the recovery strategies

ibilit f the.individ . et
recovery-strategies
(7) Internal and external (vendors and contractors)

personnel who can support the implementation of recovery
strategies and contractual needs

—=and-external-{vendors

—=and-contractors)-personnelwho-can-support-the
ol . ¢ .

—- and-contractual-needs

(8) Adequate controls to prevent the corruption or unlawful
access to the entity’s data during recovery

(9) Compliance with regulations that would become
applicable during the recovery

(10) Maintenance of pre-incident controls

6.10 6.11 Employee Assistance and Support.

6.10.1 6.11.1 * The entity shall develop a strategy for
employee assistance

+ and support that includes the following:
(1)* Communications procedures

(2)* Contact information, including emergency contact
outside the anticipated hazard area

includi ide.t .
hazard-area

(3) Accounting for persons affected, displaced, or injured
by the incident

—s displaced;
. ho ing

(4) Temporary, short-term, or long-term housing and
feeding and care of those displaced by an incident

—» short-term;
| I .
—=and-feeding
¢ . y .

(5) Mental health and physical well-being of individuals
affected by the incident

—=and physicalwell-being-otindividuals-affectod by the

(6) Pre-incident and post-incident awareness

.
6.10.2 6.11.2 The strategy shall be flexible for use in all
incidents.
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6.10.3*6.11.3* The entity shall promote family
preparedness education

* and training for employees.

Chapter 7 Execution.

7.1* Incident Recognition.

The entity shall establish,

» and implement a process whereby all appropriate
stakeholders have a common reference for the types of
incidents that could adversely affect its people,

* property,

* operations,

« or the environment,

» and ensure it is appropriately referenced throughout the
incident management process.

7.2 Initial Reporting/Notification.

The entity shall establish

* and implement a process whereby all appropriate
stakeholders can warn,

* notify.

* and report an incident that has potential to cause an
adverse impact on its people,

* property,

* operations,

* or the environment. (See Section 6.6.)

7.3 Plan Activation and Incident Action Plan.
7.3.1 The entity shall establish

» and implement a process to assess the impact of the
incident on its people,

* property,

* operations,

* or the environment.

7.3.2 The entity shall develop a time frame to activate
appropriate planning as detailed in Sections 6.5, 6.9, and
6.10,

» and coordinate activation when there is a declaration by
public officials.

7.4 Activate Incident Management System.

7.4.1 The entity shall execute procedures from the
documented plans in accordance with the following:

(1) Section 6.5

(2) Section 6.8

(3) Section 6.9

(4) Section 6.10

7.4.2 The entity shall execute its incident management
system

» and activities in support of established objectives and
tasks.
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7.4.3 On activation of an emergency operations center
(EOC), communications

» and coordination shall be established between incident
command

» and the EOC.

7.5 Ongoing Incident Management and
Communications.

7.5.1 The entity shall continually assess the impact of the
incident on its people

* property,

* operations,

* the environment.

» and reevaluate/implement its action plan in accordance
with established objectives

* and tasks

7.5.2 The entity shall implement the warning, notification,
and communications systems to alert stakeholders who are
potentially at risk from an actual

 or impending incident.

7.5.3 Based upon the extent of damage sustained to the
entity, all necessary actions to invoke special authorities

* and request assistance needed to deal with the
situation shall be as described in Chapter 4.

7.6 Documenting Incident Information, Decisions, and
Actions. The entity shall establish

» and implement a system for tracking incident
information received,

* decisions made,

* resources deployed,

» and actions taken during the incident.

7.7* Incident Stabilization. The entity shall establish
criteria for measuring when the incident has been
stabilized. 7.7*

7.8 Demobilize Resources and Termination. The entity
shall execute a procedure to terminate the response.

» and demobilize resources when the incident has been
stabilized .

Chapter 7 8 Training and Education,
7-4%8.1* Curriculum. The entity shall develop

» and implement a competency-based training

 and education curriculum that supports all employees
who have a role in the program.

72 8.2 Goal of Curriculum. The goal of the curriculum
shall be to create awareness

» and enhance the knowledge,

« skills,

» and abilities required to implement,

* support,
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» and maintain the program.

7-3 8.3 Scope and Frequency of Instruction. The scope
of the curriculum

« and the frequency of instruction shall be identified.

74 8.4 Incident Management System Training.
Personnel shall be trained in the entity’s incident
management system (IMS)

+ and other components of the program to the level of
their involvement.

7-5 8.5 Recordkeeping. Records of training

« and education shall be maintained as specified in
Section 4.7.

7.6 8.6 Regulatory and Program Requirements. The
curriculum shall comply with applicable regulatory

* and program requirements.

7-7* 8.7* Public Education. A public education program
shall be implemented to communicate the following:

(1) Potential hazard impacts

(2) Preparedness information

(3) Information needed to develop a preparedness plan

Chapter 8 9 Exercises and Tests
8:49.1 Program Evaluation.
8.4.19.1.1 The entity shall evaluate program plans,

* procedures,

* training,

* and capabilities

» and promote continuous improvement through periodic
exercises

* and tests.

8.4.29.1.2 The entity shall evaluate the program based on
post-incident analyses,

* lessons learned,

« and operational performance in accordance with
Chapter 210.

9.1.3 Exercises .

8.4.3 -Exercises- * and tests shall be documented.

8.2*9.2* Exercise and Test Methodology.

8.2.19.2.1 Exercises shall provide a standardized
methodology to practice procedures

« and interact with other entities (internal

+ and external) in a controlled setting.

8.2.29.2.2 Exercises shall be designed to assess the
maturity of program plans,

* procedures,

* and strategies.

8.2.3 9.2.3 Tests shall be designed to demonstrate
capabilities.
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8.3*9.3* Design of Exercises and Tests. Exercises shall
be designed to do the following:

(1) Ensure the safety of people, property, operations, and
the environment involved in the exercise or test

—*property;

——= operations;

he envi involved in t .

(2) Evaluate the program

(3) Identify planning and procedural deficiencies

oficionci

(4) Test or validate recently changed procedures or plans

—=orvalidate recently changed-procedures

—-sorplans

(5) Clarify roles and responsibilities

| it

(6) Obtain participant feedback and recommendations for
program improvement

(7) Measure improvement compared to performance
objectives

(8)* Improve coordination between internal and external
teams and entities

"

(9) Validate training and education

—= and-education

(10) Increase awareness and understanding of hazards
and the potential impact of hazards on the entity

—= and-understanding-of-hazards

| " : I .

(11) Identify additional resources and assess the
capabilities of existing resources, including personnel and
equipment needed for effective response and recovery

(12) Assess the ability of the team to identify, assess, and
manage an incident

—=*-388€ess;

ncid

(13) Practice the deployment of teams and resources to
manage an incident

incid

(14) Improve individual performance

8.4*9.4* Exercise and Test Evaluation.
8.4.19.4.1 Exercises shall evaluate program plans,

* procedures,
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« training,

 and capabilities to identify opportunities for
improvement.

8.4.29.4.2 Tests shall be evaluated as either pass or fail.

8.5%9.5* Frequency.
8.5.19.5.1 Exercises.

+ and tests shall be conducted on the frequency needed
to establish

= and maintain required capabilities.

Chapter 9 10 Program Maintenance and Improvement
9.14%10.1* Program Reviews. The entity shall maintain
» and improve the program

* by evaluating its policies,

* program,

* procedures,

* and capabilities using performance objectives.

9.1.4%10.1.1* The entity shall improve effectiveness of the
program through evaluation of the implementation of
changes resulting from preventive

» and corrective action.

9.1.2*10.1.2* Evaluations shall be conducted on a
regularly scheduled basis

» and when the situation changes to challenge the
effectiveness of the existing program.

9.4.3-10.1.3 The program shall be re-evaluated when a
change in any of the following impacts the entity's program:

(1) Regulations

(2) Hazards and potential impacts

iali

(3) Resource availability or capability

il

(4) Entity’s organization

(5)* Funding changes

(6) Infrastructure, including technology environment

ncladi hrol .

(7) Economic and geographic stability

(8) Entity operations

(9) Critical suppliers

9.4.4 10.1.4 Reviews shall include post-incident analyses,

* reviews of lessons learned,

* and reviews of program performance.

9.1.510.1.5 The entity shall maintain records of its reviews

« and evaluations, in accordance with the records
management practices developed under Section 4.7.

9.14.6 10.1.6 Documentation,

* records,
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« and reports shall be provided to management for review

« and follow-up.
9.2*10.2* Corrective Action.

9.2.4*10.2.1* The entity shall establish a corrective action
process.

9.2.2*10.2.2* The entity shall take corrective action on
deficiencies identified.

9.310.3 Continuous Improvement. The entity shall effect
continuous improvement of the program through the use of
program reviews

« and the corrective action process.
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Figure C.1 shows a sample small business preparedness guide.

Figure C.1 Sample Small Business Preparedness Guide.

Small Business Preparedness Guide

NFPA 1600 is intorsded to meet tho unique noeds of all estitios, rwprﬂnldlmmnbpmw)‘nrlmlll businesses or
entities miight be o simply increase ight and simplify
ey NFPA entities might their

nupm.umumwmmqwmm-mnmmm»mnuu.m'm property,
to pr aintain cash flow; Mwwm«u«emnww
reputation; and wvﬂd.ﬂnlhﬂll,lnmﬂlmlnwﬂllnly_ﬁlunl] and contractual obligations.

K iones of NFPA 1600 for casy reference.

Program ent (Chapter 4)

Leadership Commitment (Section 411

The enti hoald i tolt o jesity prograen by

taking an active role. In small entithes, the owner or might «pan i #DLEr® Prograg.

Has [ i e responsi developing and izati 7 OYes ONo

Planning (Chapter G}

Document your emergency and procedures. L o but should consid
* How the entity will 4 b o disaster

+ What the entity meeds “who the naeds  and how oy will go
bl  ZieCan 0 wox i - " rd "’

. memluywl disastor v and keop its a disaster happens
(continaity

.wn.memmmamp-mm.a-nmmm' he damage disaster does
hagpen (mitigation)

+ nw.umnuphmmwnmdmmpmmhm fib

We b 4 nrd e emergency — such os route and a

mesting place. 3 Yes O Na

W lnrs coutat e Rr Ml acpleroes cusiomens. ead by eeds.  Oites Q1B

W ha i ] aness ifwe k OYes QNa
Risk Assessment (Section 5.2)

Identify which hamrds are most likely to occur and which will have the bigs

be
my if thiey do ocest. The intent of & risk assessment i to help an estity better allocate its mwmwlm
‘and focusing attention on prevention, mitigation, preparaticn, and n plan on how o recover from the highest risk threats.

Additional for smal

. — Business should be cognizant of asy natural hazards that their
Tocation is exposed to such s floods, hurricanes, nnd earthquakes. Local emergency management and insurnnce
eompankes bl Mk d bocation bs rosistast
tos

* Exposure — Exposure i “whar's bearby Lhat can hust you® nmuumnﬂmnmmlwmmmmmn
potential or 2 nearby (eg. o . It coubd also be & nearby river that
pnlmlilnndml_" I o up o th d the focility. Then walk inside arsd

around the facility and consider the potential hatards — an oven fire in & restaurant, Bulty wiring, equigment failure
that ceald bring manfucturing o standstl. Fnally, drve around the block o ures that borders the ety Ak the
question, *What can hurt me or my facility™

Sea 5221 ira Mt of common hazarde o consider loclodog aateal hazards, cas cwused events, and
mnmlnw -caused i

We have mmlmmmmlnwwmuawnmand«mmlmmmwmww
wrmnlh D¥es O Ne

Wo have peviewed the potential hazards posed by and taken that sswell. O ¥es ONo
Business Impact Analysis (Section 5.3)

Idenitify eritical business operatiens and asalyze the impact of losing them, This is helpful to better H‘Iaﬂlm plans aml
procedisres, especially if rescurces are limited. Think through the stegs an entity will need to take to continise to operal

if Bazards imguncts socur,
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Additional considerntions for small entities include:
* Hackup data — I it's eritical of important (o as entity, thee it should be backed up. How Mmm backug

(ussusally measured in dollar nmounts,
+ i Farware ke dota s sy baifthe equaties. mellhhmhghdmpdmbamdmmnd’

Wo ps of Inwentory rocords misch i on hard and where itis. 0 ¥os O No
Vo have backiape ofaccounts reivable and nccouats payable information identtying who and how much. 01 Yes 1N
whhmehdlp'd(bemnmnmdmllﬂ il, sddress, p ,etc).  OYes ONo

such as equipment lists, drawisgs, specifications,
ur_ O'Yes O No

We have determined the availability of equipasent to acoess the data we backed up. 3 Yes D No
Wo have  copy of thse planning documests off site.  0¥os O No
MMMIMMHWM Gy

iflhmldmn‘..‘whlkm-ﬂngilm

here resotiroes will ope follerwing an incient and we have a
hﬂumlomphpullmwmuundwppbnn e e

Additional mnmmlull for small entities include:

. Fi Firw is the most ificant threat to most businesses. Ownerioperators
ean radisen the peobability of fire by implomseting nnnluy programs, espicially where Nammable lquids o gasses
are handled.

. Kl Hly protocted by nutcmatic
sprinklers anlh‘ M«nan-ﬂll}hmm\onnwlmmwm Mu\! natural eatastroples are aften

comgrandied by fire.
W have n e sally program.  @'Yes Qo

Wi have automatic sprinklers. Q2 Yes O No

* Adequate insurance — Business B and EE! i —"'—"Nlrhk'
liciea sbould b idered a8 well, a8 q,,, i boo. [ all cases,
pnl.lq')nh‘hn|bmldImwhlkulndudﬂlllﬂmpnhqlﬁﬂlmlhllmwlmhmhl.dnnllml
specific needs.
« Ifan entity's loas temporary location, extra expense
Coverage gk oover i cots o ad beykinh BorlopetAHG Capeencs. A0 oLbLr thIRgh i o SoPe i
cont of relocation, rest: fo the tensparany location, and ndvartising to being back customens ar these thak iz the
entity's services.
* Business i income i tity for lost income if it
mmmmwmmmno-mnumm.wymmm such as o fire. Business
for lost based on the entity's finaneial records — had the
mtmhwrnmd It also covers Operating expe such as rent on the property, which
* Entitbes that it depeod Teavily o o supgliers basiness interr 1
cantingont axtrs expanas coverage. CBI and coBtingent ¢xirs expese covarage raimburss ket profits and exira

expenses resulting {rom an interruption of basiness at the premises of o custemer or supglier. 1t is possible o et
[protection against o set list of suppliers or in seme cases to purchase blanket coverge protecting any

Fupgliers shutdows.

W have adequate insurance coverage for our needs. 0 Yes 0 No.

We have Bl insurance. 0 Yes O Na

W have extrn expense insarance. 3 Yes 9 No

* Plan shead - Tho entity should anticpate thelevl of plaming required for their siution by discussing opsrations,
upnm expectations with lecal emeegency services servicos ngemcies (o, reacse, polis, hnemat, ote.) and loeal

emergeney Toaed Cress, Salvation Army,

‘and samilar groups.

17 we have hazards on site, o pose a potential hazard to oar neighbors as a result of our eperations, we have shaned this
information with the fire department and invited them for & meeting to discuss. O Yes O No
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Implementation (Chapter 61
An entity does not need o have segarate rnm:ﬁ ncident management. and business wn:mmwmu-y
ﬂmbulthmhivhmnnkml‘mﬂmwnll\ll ﬂwﬂuw.ldlwmnd-hnlu!lmudu

the hazards, rhh. vulnerabilities,

lad me-s. mn have besn identiflod.

Do lenow how Imcident? O ¥es O Ne

Communications (Sections 6.4 and 6.5)

Ientify the entity's most |u|mmm mm.m inanplayers, customers, madia, mmm uwnmm vendars, oie. ) asd
isaster. Th

ey
mlmquhudenm I'lot;;llln']w is mmmwm:wmemu‘m whois most interestead in the

Determine haw you will netify key nudiences of an emergency. Make sure there is o backup.

Plan bow critical som will b pr s key external aidiences. Figure out how o coandinate

issemimation of that to emsure it i
+ Esmph fnf, fthered and a ith
Has a process for in & disxster?

ssnployies has
* Media contacts — Most entities wse the medin for promvetion (e, TV, rdio, print, social -tbwtnl The same media
nnbwuwuwormmnﬂuh Preplanning In-w the entity

* Customer lists — Evory entity ha o have an interest in th Being able to
aquickly after an incids il Iy ity to help their clients and
happemod nnd heow it will affvet them, and al d that th will b
&mwmu\ﬂmlmﬂeﬁhmnnbomedhe-nnlhhnlorllhrmnmdmhp
* E-mail — clup data comes in. Rlasts to th them know the entity's status.
+ Social media — Sume s for ol
Wo have omph lists and by Bow to nccount for employ I o
disaster.  J'¥es O No
We have key i lists ae well and hs it ridis steady stream of
information to them? O Yes QN
Section 6.9)

Identify emergency actions ta pratect peopdo and stabilize the emergency. Anyons tasked with a role will need n copy of the
parts of the action plan Lhnlpeﬂmnlolkm

Aditional " lude:

* Emergency numbers/alarms — Simple procedures such as knowing 10 call approgriate emergency numbers or to
= bt el el i personnel vin nmmmwdl‘nlbw wp temining. Fust response
can mean the differemson MIM HD and m and it eam minkmize

* En plan — Every hould have an evacuntion plan. xs-.mnbown marked and kept eloar.
Ex disctinl i i il dar

We have provided emergeney procedure orientation s well s follew.op training to all personnel. 0 Yes 0 No

W conduct evacuntion drills on o regular basis, 0 Yes D No

Continuity and Recovery (Section 8.10)

Determine how to recover eritical of Linwe-sensitive processes as quickly as possible afler a disaster. Stipulate reks and

reaponibilties — et onky th fob thak have 0 be done and wha will do these jobs,bul nlsa who wil b i charge ifthe
or manager i not during an emergency or disaster

* Location strategy — I the entily losesits Eacllty, where will it relocate?
* Do you know your building, ut following:
* Purchasing — What is mlou:mum.u roal estate market like?
» Loasingirenting — Is it passible an a short-torm or mid-term basis?
* Consider n mutisal aid agreement with a similar entity
* Allow employees to work from homse, when applicable
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* Processing stra
+ Outsourcing ¥ tberen Wlopm\lﬂegvnd.luurwm w.m-d-pmynndnﬂ
* Mustual sid — s thire s ‘needs by agreement snd th ¥ would

rociprocate ifthe roles were reversed?
We have determined where to relocate if we are not able to sperate out of our facility following o disaster. 0 Yes O No.

We h irveed hiow b and services to our fellawing
n dusaster. 0 Yes ONe

Training and Education (Chapter 8) and Exercisos and Tests (Chaptor )
Regardless of the size of the entity, periodc awarenes, exercises, and ests can be helplisl to do the Bllowing

¢ Practice responses.
+ Validste plans/procedures
* Ersure th ith o
» Improve hazard swarenes
» Identify any capability gups or eeded resource improvements
For smsall sntitis, this could sntall porbedic tosting of the follewing:
* IT backugs to ensuse they are adequstely capturing infsrmation
* Fire drills
We traintdrill part of mew smph with snnual updates. O Yes O No

o i expected of them

Program Maintenanes and Improvement (Chaptor 101
Regularly review plans and procedures with an eye toward identifying ways to improve the program.
Triggers for program improvement inchude, but are not limited to, the following:

* ldentifleation of new hazards s sxpesures

+ Addition (ar elimination) of regulations st resources

+ Budget chan

+ Addition (ar elimination) of products o services

+ Persannel turnaver

Wo review the program at bust asnanlly to identify improvements? 0 Yes ONo

Ressureos

Thn—an‘ Tree planming resources avadlable through various mrwl For example, the Metropolitan Washington Council
an online that through the process. The tool provides

-umk' directions for plagging i ke I b i pri plan tailored for the entity.

The Insarance Insitite for Business & Hoase Safty b an “Open fo Basiness®” planiive tolkit, availsble free of
chunrge. Oipen for Business EZ* is composed of n workbook, a maltimedia traiser series to help users munsge their time
el walk throsgh the glasning procrss, a8 well as the OFF - EZ mobibe app. This npp includes several belpful glanning

toals, such as eval users their risks, and forms for wsers 1 enter and store
Important contwet for amplayees, key suppliers, In addition, it provides mitigntion
tigs for protecting property P
Mﬁwulhpﬂwunﬁswlmwwﬁm“ to help devel b ity plan
and information to plas and prepare for events,

Thoe et Cross weh Include . chicklists, and tosks to help with

preparing for emorgency and disastors.
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| W ISecond Revision No. 27-NFPA 1600-2018 [ Chapter D ]
NFPA

Annex D Crosswalk Between NFPA 1600 and DRIl Professional Practices, CSA Z1600, and Federal
Continuity Directive 1 & 2

This annex is not a part of the requirements of this NFPA document but is included for informational
purposes only.
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Annex E D is a cross-reference to the requirements of NFPA 1600 and Disaster Recovery Institute
International’s Professional Practices for Business Continuity Practitioners Management ; CSA Z1600,
Emergency Management- and Business- Continuity Pregrams Management Program ; and Federal
Continuity Directive Directives 1 & 2. [See Table D.1(a) through Table D.1(c)}.]- This annex is intended

purely as a high-level comparison of the component sections of the indicated standards. Reference should
be made to the actual details in each section if a full comparison is needed.

Table D.1(a) Cross-Reference of NFPA 1600 to DRII Professional Practices for Business Continuity

NFPA 1600 (2016 2019 ) Chapter/Section

DRII Professional Practices for Business Continuity
Practitioners{2012) Management {2042) (2017)

Subject Area

Chapter 4 Program Management

4.1 Leadership and Commitment

1. Projest Program Initiation and Management

4.2 Program Coordinator

1. Projest Program Initiation and Management

4.3 Performance Objectives

1. Program Initiation and Management

4.3 4.4 Program Committee

1. Project Program Initiation and Management

4.4 4.5 Program Administration

1. Project Program Initiation and Management

4.54.6 Laws and Authorities

1. Program Initiation and Management
3. Business Impact Analysis

9. Crisis Communications

10. Coordinating with External Agencies

4.6 4.7 Finance and Administration

1. Project Program Initiation and Management

4.7 4.8 Records Management

3. Business Impact Analysis

Chapter 5 Planning

5.1 Planning and Design Process

2. Risk Evaluation-and-Control Assessment
3. Business Impact Analysis
4. Business Continuity Strategies

5. Emergency-Preparedness-and Incident Response

6. Business-Continuity- Plan Development and

Implementation

5.2 Risk Assessment

2. Risk Evaluation-and-Control Assessment

5.3 Business Impact Analysis

3. Business Impact Analysis

5.4 Resource Needs Assessment

1. Program Initiation and Management

2. Risk Evaluation-and-Control Assessment

3. Business Impact Analysis

5. Emergency Incident Response-and-Operations
6. Business-Continuity- Plan Development and

Implementation

Proioct Initiat M

Chapter 6 Implementation

6.1 Common Plan Requirements
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I Busi Continuity.S .

5-Emergency Preparedness-and-Response
6. Business-Continuity- Plan Development and

Implementation
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NFPA 1600 (2016 2019 ) Chapter/Section

DRIl Professional Practices for Business Continuity

Practitioners{2012) Management {2042) (2017)

Subject Area
74 | Training P
8 Busi ContinuityPlan E ise_Audi |
Maintenance
9 Crisis O N
10.C linati ith E LA .

6.2 Prevention

2. Risk Evaluation-and-Control Assessment
5. Emergency Incident Response-and-Operations

6.3 Mitigation

2. Risk Evaluation-and-Control Assessment

5. Emergeney Incident Response-and-Operations
9 Crisis. O o

6.4 Crisis Management

5. Incident Response

6. Plan Development and Implementation

10. Coordination with External Agencies

6-4 6.5 Crisis Communications and Public
Information

5. Emergeney Incident Response-and-Operations
6. Business-Continuity- Plan Development and
Implementation

9. Crisis Communications

10. Coordination with External Agencies

8.56.6 Warning, Notifications, and
Communications

5. Emergency-Preparedness-and Incident Response

. Crisis Communications

6.7 Operational Procedures

. Incident Response

. Plan Development and Implementation

. Crisis Communications

6.8 Incident Management

. Plan Development and Implementation

6.9 Emergency Operations/Response Plan

. Incident Response

. Plan Development and Implementation

9
5
6
9
5. Incident Response
6
5
6
7. Awareness and Training Program
8

. Business Continuity Plan Exercise, Audit Assessment
and Maintenance

9 Crisie. C _—
10 Coordinating. with E L2 .

6.6-Operational-Procedures 6.10 Continuity
and Recovery

5-Emergency Preparedness-and-Response- 4. Business

Continuity Strategies

6. Business-Continuity- Plan Development and

Implementation

7. Awareness and Training Program

8. Business Continuity Plan Exercise, Audit Assessment
and Maintenance

9. Crisis Communications

6.7 Incident Management

6.11 Employee Assistance and Support

5. Emergency Preparedness and Response
6. Business-Continuity- Plan Development and

Implementation
9. Crisis Communications
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NFPA 1600 (2016 2019 ) Chapter/Section

DRIl Professional Practices for Business Continuity

Practitioners{2012) Management {2042) (2017)

Subject Area
10. Coordinating with External Agencies

Chapter 7 Execution

Program Reviews

5. Emergency Preparedness-and-Response Incident
Response

8. Business Continuity Plan Exercise, Assessment and
Maintenance

7.2 Incident Reporting/Notification

7.3 Plan Activation and Incident Action Plan

6. Business-Continuity- Plan Development and

Implementation

7 | Trainina P

8 Busi Continuity Plan E ise_Audi |
Maintenance

9 Crisis. O C

5.9 Busi Contingi 'R

7.4 Activate Incident Plan

Busi Continuity.S .
6. Business-Continuity- Plan Development and

Implementation
7 | Training.P

3 Business Continuity_Plan Exercise. Audit and
Maintenance

7.5 Ongoing Incident Management and
Communications

9-Crisis-Communications 5. Incident Response

Documenting Incident Information, Decisions,
and Actions

5. Emergency-Preparedness-and Incident Response

5. Business. ContinuityPlan Devel
Implementation

7.7 Incident Stabilization

7—-Awareness-and Training-Program 5. Incident
Response

7.8 Demobilize Resources and Termination

8. Business Continuity Plan Exercise, Audit Assessment
and Maintenance

0 Crisis.C o

Chapter 7 8 Training and Education

3_Business Continuity Plan Exercise._Audit and
Maintenance

%4 8.1 Training and Education Curriculum

7. Awareness and Training Programs

72 8.2 Goal of the Curriculum

7. Awareness and Training Programs

8. Business Continuity Plan Exercise, Assessment and
Maintenance

#-3 8.3 Scope and Frequency of Instruction

5-Emergency Preparedness-and-Response- 8. Business

Continuity Plan Exercise, Assessment and Maintenance

%4 8.4 Incident Management System Training 5-—-Emergency-Preparedness-and-Response
#-58.5 Recordkeeping

7-6 8.6 Regulatory and Program o . .
Requirements ’ 8

#+£ 8.7 Public Education

Chapter 8 9 Exercises and Tests 5-Emergency Preparedness-and-Response
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NFPA 1600 (2016 2019 ) Chapter/Section

DRIl Professional Practices for Business Continuity
Practitioners{2012) Management {2042) (2017)

Subject Area

9.1 Program Evaluation

8-1-Program-Evaluation

8. Business Continuity Plan Exercise, Audit Assessment
and Maintenance

10 Coordination with £ L2 .

8.29.2 Exercise and Test Methodology

8. Business Continuity Plan Exercise, Assessment and
Maintenance

8:3 9.3 Design of Exercises and Tests

8. Business Continuity Plan Exercise, Assessment and
Maintenance

84 9.4 Exercise and Test Evaluation

8. Business Continuity Plan Exercise, Assessment and
Maintenance

8.59.5 Frequency

8. Business Continuity Plan Exercise, Assessment and
Maintenance

10. Coordination with External Agencies

Improvement

Chapter 9 10 Program Maintenance and

Elzrrorgens Hrenaradnocc ondHloenanes

10.1 Program Reviews

6- 8. Business Continuity Plan Exercise

Assessment Development and
Implementation Maintenance
7 | Trainina P

10.2 Corrective Action

9.1 Program Reviews

8. Business Continuity Plan Exercise, Audit Assessment
and Maintenance

9. Crisis Communications
9. Crisis. C —

)_Coordinating with £ L) .

9:3 10.3 Continuous Improvement

8. Business Continuity Plan Exercise, Assessment and
Maintenance

DRII: DRI International, Inc.

Continuity Management Program

Table D.1(b) Cross-Reference of NERPA-1600-13 NFPA 1600 to CSA Z4600-14 Z1600, Emergency and

NFPA 1600(2013) (2019)
Chapter/Section

CSA Z21600-14 Z1600-17 , Emergency Management and
Business Continuity Management Programs (2017)

Chapter/Section

Chapter 4 Program Management

4 Program Management

4.1 Leadership and Commitment

4.1 Leadership and Commitment

4.2 Program Coordinator

4.2 Program Coordinator

4.3 Performance Objectives

4.4.3 Goals, Obijectives, and Performance Measures

4.3 4.4 Program Committee

4.3 Program Committee

4.4 4.5 Program Administration

4.4 Program Administration

4.54.6 Laws and Authorities

4.5 Compliance with Laws and Authorities

4.6 4.7 Finance and Administration

4.6 Financial Management

4.7 4.8 Records Management

4.4.6 Records Management

Chapter 5 Planning

5 Planning

5.1 Planning and Design Process

5.1 Planning Process
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NEPA 16002013} (2019)
Chapter/Section

CSA Z1600-14 Z1600-17 , Emergency Management and
Business Continuity Management Programs (2017)

Chapter/Section

5.2 Risk Assessment

5.3 Risk Assessment

5.3 Business Impact Analysis

5.4 Impact Analysis

5.4 Resource Needs Assessment

5.5 Porf Obiscti

4.7 Resources
5.4.3 Supporting Resources for RTO

6.2.7 Resource Management

Chapter 6 Implementation

6 Implementation

6.1 Common Plan Requirements

5.2 Common Plan Requirements

6.2 Prevention

5.5.2 Prevention

6.1.2 Prevention

6.3 Mitigation

5.5.3 Mitigation
6.1.3 Mitigation

6.4 Crisis Management

6-4-2Prevention 5.1.2 (part of the planning process)
6-4-3-Mitigation 6.2.4 (described in the response plan)

6-4 6.5 Crisis Communications and Public
Information

5-5-8 6.2.2 Communications Assessment

6252 Communications-Assessment 6.2.5.3 Communication
Systems

6-2.5.4 CommunicationProcedures 6.2.5.7 Emergency
Information

Capability 6.2.5.8 Crisis Information
6.2.5.7-Emergency-Information 6.3.6 Emergency Information

6.56.6 Warning, Notifications, and
Communications

6.2.5 Communication and Warning

Mﬁw@mﬁmﬁm‘g—e&p&m@. O j i j ik

6.6 6.7 Operational Procedures

6.3.1 Operational Procedures

6.7 6.8 Incident Management

6-56.2.3 Incident Management System

6.8 6.9 Emergency Operations/Response
Plan

5.5.5 Response

6.2.4 Response Plan
6.3 Response

6.9 Business 6.10 Continuity and
Recovery

6-10-Business 5.5.6 Continuity

5.5.6-Continuity 5.5.7 Recovery
6.2.6-Continuity 6.2.6 Continuity
6-3.3-Continuity 6.3.3 Continuity
5.5.7 Recovery 6.4 Recovery
6-4-Recovery

6-4-1 Recovery Procedures
6-4.2 Recovery Assessment

6.106.11 Employee Assistance and
Support
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NEPA 16002013} (2019)
Chapter/Section

CSA Z1600-14 Z1600-17 , Emergency Management and
Business Continuity Management Programs (2017)

Chapter/Section

Chapter 7 Execution

7.1 Incident Recognition

7.2 Initial Reporting/Notification

7.3 Plan Activation and Incident Action
Plan

7.4 Activate Incident Management Plan

7.5 Ongoing Incident Management and
Communications

7.6 Documenting Incident Information,
Decisions, and Actions

7.7 Incident Stabilization

7.8 Demobilize Resources and
Termination

Chapter 7 8 Training and Education

5.5.9 Training and Education
6.2.8 Training

74 8.1 Curriculum

6.2.8.2 (competency-based curriculum)

72 8.2 Goal of the Curriculum

%3 8.3 Scope and Frequency of
Instruction

6.2.8.3 (frequency and scope of training)

74 8.4 Incident Management System
Training

%5 8.5 Recordkeeping

6.2.8.4 (maintain training records)

76 8.6 Regulatory and Program
Requirements (pertaining to training
curriculum)

4.5 Compliance with Laws laws and Autherities authorities
(pertaining to overall program)

#+ 8.7 Public Education

6.2.5.5 Public Awareness and Education
6.3.7 Public Awareness

Chapter 8 9 Exercises and Tests

7 Program Evaluation

8.1 9.1 Program Evaluation

7.1 Evaluation

8.29.2 Exercise and Test Methodology

8.3 9.3 Design of Exercises and Tests

84 9.4 Exercise and Test Evaluation

7.2 Exercises and Tests
722 Tests

8.59.5 Frequency

Chapter 9 10 Program Maintenance
and Improvement

8 Management Review

9.110.1 Program Reviews

7.3 Audit and Review
8 8.1 Senior Management Review

7.4 Corrective Action

9.210.2 Corrective Action
93

10.3 Continuous Improvement

8.2 Continual Improvement
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NFPA 1600 (2016 2019)
Chapter/Section

Federal Continuity Directive 4 (FCD) 1 (2017) Chapter/Section

Chapter 4 Program
Management

8 Program-Management |V. Policy and Background

4.1 Leadership and Commitment

and-9.c Delegations-of Authority) IV. A. Policy

42 v. Roles and Responsibilities (assigned responsibilities are outlined
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l »\’ ISecond Revision No. 30-NFPA 1600-2018 [ Chapter E ]

Annex E NFPA 1600, 2046 2019 Edition, as an MSS

This annex is not a part of the requirements of this NFPA document but-is-included-for-informational
purposes-enly: unless specifically adopted by the jurisdiction.

E.1 Introduction.

Information in this annex is intended to be adopted by the entity at its discretion, replacing Chapters 1
through 9 10 . Although this annex is written in mandatory language, it is not intended to be enforced or
applied unless specifically adopted by the entity, thereby replacing Chapters 1-9 10 and becoming the full
requirements of the standard. A management system (MS) is defined as a framework of processes
designed to ensure the achievement of an entity’s “business” objectives. By adopting this annex, the entity
is committing to using a management system standard (MSS) for implementation and maintenance of the
program.

This annex was created using theAnnex SL.9 of ISO/IEC D|rect|ves Part 1, Consolidated 1SO
Supplement 9

deﬂmﬂensieeusewManagemenLSyetemsStandards Cross references to NERA—L@OO Chapters 1

through 9 10 of NFPA 1600 are provided in brackets. Paragraphs without a cross-reference are part of

the ISO identical text for management-system-standards{MSS) MSS , common management-system
MS)MS terms, and core definitions from the Annex SL, Appendix 2 of ISO/IEC Directives, Part 1,

Consolidated ISO Supplement;-2014-Annex-SL-Appendix-2 .
E.2 Scope. [Chapter 1]

E.2.1 Scope.

This standard shall establish a common set of criteria for all-hazards disaster/ continuity, emergency, and

crisis management and-business-continuity/continuity of operations- programs, hereinafter referred to as
“the- the “ program.” [1.1]

E.2.2 Purpose.

This standard provides the fundamental criteria for preparedness including the planning, implementation,
execution, assessment, and maintenance of programs for prevention, mitigation, response, continuity,
and recovery. [1.2]

E.2.3 Application.

This document shall apply to public, private, and nonprofit entities and nongovernmental entities (NGOs).
[1.3]

E.3 Normative References. [Chapter 2]
E.3.1 General.

The documents or portions thereof listed in this chapter are referenced within this standard and shall be
considered part of the requirements of this document. [2.1]

E.3.2 NFPA Publications. (Reserved)

[2.2]

E.3.3 Other Publications.

Merriam-Webster’s Collegiate Dictionary, 11th edition, Merriam-Webster, Inc., Springfield, MA, 2003. [2.3]
E.3.4 References for Extracts in Mandatory Sections. (Reserved)

[2.4]

E.4 Terms and Definitions. [Chapter 3]
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E.4.1 General.

The definitions contained in this chapter shall apply to the terms used in this standard. Where terms are
not defined in this chapter or within another chapter, they shall be defined using their ordinarily accepted

meanings within the context in which they are used. Merriam-Webster’s Collegiate Dictionary, 11th edition,

shall be the source for the ordinarily accepted meaning. [3.1]
E.4.2 NFPA Official Definitions. [3.2]

E.4.2.1 Approved.

Acceptable to the authority having jurisdiction. [3.2.1]
E.4.2.2 Authority Having Jurisdiction (AHJ).

An organization, office, or individual responsible for enforcing the requirements of a code or standard, or
for approving equipment, materials, an installation, or a procedure. [3.2.2]

E.4.2.3 Shall.

Indicates a mandatory requirement. [3.2.3]

E.4.2.4 Should.

Indicates a recommendation or that which is advised but not required. [3.2.4]
E.4.2.5 Standard.

An NFPA Standard, the main text of which contains only mandatory provisions using the word “shall” to
indicate requirements and that is in a form generally suitable for mandatory reference by another standard
or code or for adoption into law. Nenmandatory Non-mandatory provisions are not to be considered a part
of the requirements of a standard and shall be located in an appendix, annex, footnote, informational note,
or other means as permitted in the NFPA Manuals Manual of Style. When used in a generic sense, such
as in the phrase “standards development process” or “standards development activities,” the term
“standards” includes all NFPA Standards, including Codes, Standards, Recommended Practices, and
Guides. [3.2.5]

E.4.3 General Definitions. [3.3]
E.4.3.1 Access and Functional Needs.

Persons requiring special accommodations because of health, social, economic, or language challenges.
[3.3.1]

E.4.3.2 All-Hazards.

An approach for prevention, mitigation, preparedness, response, continuity, and recovery that addresses
a full range of threats and hazards, including natural, human-caused, and technology-caused. [3.3.2]

E.4.3.3 Business Continuity/Continuity of Operations.

An ongoing process to ensure that the necessary steps are taken to identify the impacts of potential

losses and maintain viable continuity and recovery strategies,+recovery and plans;-and-continuity-of
operations . [3.3.3]

E.4.3.4 Business Impact Analysis (BIA).

A management level analysis that identifies, quantifies, and qualifies the impacts resulting from
interruptions or disruptions of an entity’s resources. The analysis may can identify time-critical functions,
recovery priorities, dependencies, and interdependencies so that recovery time objectives can be
established and approved. [3.3.4]

E.4.3.5 Capability.

The ability to perform required actions. [3.3.5]

E.4.3.6 Competence.

Demonstrated ability to apply knowledge and skills to achieve intended results. [3.3.6]
E.4.3.7 Continual Improvement.

Recurring process of enhancing the management program in order to achieve improvements in overall
performance consistent with the entity’s policy, goals, and objectives. [3.3.7]
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E.4.3.8 Continuity.

A term that includes business continuity/continuity of operations (COOP), operational continuity,
succession planning, continuity of government (COG), which support the resilience of the entity. [3.3.8]

E.4.3.9 Crisis.

An issue, event, or series of events with potential for strategic implications that severely impacts or has
the potential to severely impact an entity's operations, brand, image, reputation, market share, ability to
do business, or relationships with key stakeholders. A crisis might or might not be initiated or triggered by
an incident, and requires sustained input at a strategic level to minimize its impact on the entity. [3.3.9]

E.4.3.10 Crisis Management.

The ability of an entity to manage incidents that have the potential to cause significant security, financial,
strategic, or reputational impacts. [3.3.10]

E.4.3.11 Damage Assessment.

A determination of the effects of the incident on humans, on physical, operational, economic
characteristics: ; and on the environment. [3.3.11]

E.4.3.12 Disaster/Emergency Management.

An ongoing process to prevent, mitigate, prepare for, respond to, maintain continuity during, and to
recover from an incident that threatens life, property, operations, information, or the environment. [3.3.12]

E.4.3.13 Entity.

A governmental agency or jurisdiction, private or public entity company, partnership, nonprofit
organization, or other organization that has emergency management and business continuity/ continuity of
operations responsibilities. [3.3.13]

E.4.3.14 Exercise.

A process to assess, train, practice, and improve performance in an erganization entity . [3.3.14]
E.4.3.15 Incident.

An event that has the potential to cause interruption, disruption, loss, emergency, crisis;- disaster, or
catastrophe, and can escalate into a crisis . [3.3.15]

E.4.3.16 Incident Action Plan.

A verbal plan, written plan, or combination of both, that is updated throughout the incident and reflects the
overall incident strategy, tactics, risk management, and member safety requirements approved by the
incident commander. [3.3.16]

E.4.3.17 Incident Management System (IMS).

The combination of facilities, equipment, personnel, procedures, and communications operating within a
common organizational structureand structure and designed to aid in the management of resources
during incidents. [3.3.17]

E.4.3.18 Interoperability.

The ability of diverse personnel, systems, and erganizations entities to work together seamlessly. [3.3.18]
E.4.3.19 Mitigation.

Activities taken to reduce the impacts from hazards. [3.3.19]

E.4.3.20 Mutual Aid/Assistance Agreement.

A prearranged agreement between two or more entities to share resources in response to an incident.
[3.3.20]

E.4.3.21 Preparedness.

Ongoing activities, tasks, and systems to develop, implement, and maintain the program. [3.3.21]
E.4.3.22 Prevention.

Activities to avoid or stop an incident from occurring. [3.3.22]

E.4.3.23 Recovery.

Activities and programs designed to return conditions to a level that is acceptable to the entity. [3.3.23]
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E.4.3.24 Resiliency.

The ability to prepare for and adapt to changing conditions and withstand and recover rapidly from
disruptions. [3.3.24]

E.4.3.25 Resource Management.

A system for identifying available resources to enable timely access to resources needed to prevent,
mitigate, prepare for, respond to, maintain continuity during, or recover from an incident. [3.3.25]

E.4.3.26 Response.

Immediate and ongoing activities, tasks, programs, and systems to manage the effects of an incident that
threatens life, property, operations, an entity, or the environment. [3.3.26]

E.4.3.27 Risk Assessment.

The process of hazard-identification identifying threats and hazards to life, property, operations, the
environment, and entities , and the analysis of probabilities, vulnerabilities, and impacts. [3.3.27]

E.4.3.28 Situation Analysis.

The process of collecting, evaluating, and disseminating information related to the incident, including
information on the current and forecasted situation, and on the status of resources for management of the
incident. [3.3.28]

E.4.3.29 Social Media.

Forms of electronic communication (such as web sites) through which people create online communities
to share information, ideas, and personal messages. [3.3.29]

E.4.3.30 Supply Chain.

A network of individuals, erganizations entities , activities, information, resources, and technology involved
in creating and delivering a product or service from supplier to end user. [3.3.30]

E.4.3.31 Test.

Procedure for evaluation with a pass or fail result. [3.3.31]

E.4.3.32 Vital Records.

Information critical to the continued operation or survival of an entity. [3.3.32]
E.4.4 1SO Terms and Definitions.

For the purposes of this document, the following terms and definitions apply.
E.4.4.1 Organization.

Person or group of people that has its own functions with responsibilities, authorities, and relationships to
achieve its objectives (E.4.4.8).

Note: The concept of organization includes, but is not limited to sole-trader, entity, corporation, entity,
enterprise, authority, partnership, charity or institution, or part or combination thereof, whether
incorporated or not, public or private.

E.4.4.2 Interested Party (Preferred Term) Stakeholder (Admitted Term).

Person or organization (E.4.4.1) that can affect, be affected by, or perceive itself to be affected by a
decision or activity.

E.4.4.3 Requirement.
Need or expectation that is stated, generally implied or obligatory.

Note 1: “Generally implied” means that it is custom or common practice for the entity and interested
parties that the need or expectation under consideration is implied.

Note 2: A specified requirement is one that is stated, for example in documented information.
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E.4.4.4 Management System.

Set of interrelated or interacting elements of an entity (E.4.4.1) to establish policies (E.4.4.7), and
objectives (E.4.4.8), and processes (E.4.4.12) to achieve those objectives.

Note 1: A management system can address a single discipline or several disciplines.

Note 2: The system elements include the entity’s structure, roles and responsibilities, planning and
operation.

Note 3: The scope of a an entity system might include the whole of the entity, specific and identified
functions of the entity, specific and identified sections of the entity, or one or more functions across a
group of entities.

E.4.4.5 Top Management.
Person or group of people who directs and controls an organization (E.4.4.1) at the highest level.
Note 1: Top management has the power to delegate authority and provide resources within the entity.

Note 2: If the scope of the management system (E.4.4.4) covers only part of an entity, then top
management refers to those who direct and control that part of the entity.

E.4.4.6 Effectiveness.

Extent to which planned activities are realized and planned results achieved.

E.4.4.7 Policy.

Intentions and direction of an entity (E.4.4.1), as formally expressed by its top management (E.4.4.5).
E.4.4.8 Objective.

Result to be achieved.

Note 1: An objective can be strategic, tactical, or operational.

Note 2: Objectives can relate to different disciplines (such as financial, health and safety, and
environmental goals) and can apply at different levels [such as strategic, entity-wide, project, product, and
process (E.4.4.12)].

Note 3: An objective can be expressed in other ways, fepexampl& for example as an intended outcome,
a purpose, an operational criterion, as a

continuity/continuity-of operations the program objectlve or by the use of other words with similar
meaning (e.g., aim, goal, or target).

Note 4: In the context of disaster/ continuity, emergency, and crisis management-and-business
continuity/continuity of operations management systems, disaster/lemergency-management-and-business
eent\tnuttyleenttmut%eﬁeperattens the Qrogram objectlves are set by the entlty, consistent with the

m program’s policy, to

achleve specmc results
E.4.4.9 Risk.

Effect of uncertainty.
Note 1: An effect is a deviation from the expected — positive and/or negative.

Note 2: Uncertainty is the state, even partial, of deficiency of information related to, understanding or
knowledge of, an event, its consequence, or likelihood.

Note 3: Risk is often characterized by reference to potential “events” (as defined in ISO Guide 73:2009,)
and “consequences” (as defined in ISO Guide 73:2009,), or a combination of these.

Note 4: Risk is often expressed in terms of a combination of the consequences of an event (including
changes in circumstances) and the associated likelihood (Guide 73, 3.6.1.1) of occurrence.

E.4.4.10 Competence.

Ability to apply knowledge and skills to achieve intended results.
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E.4.4.11 Documented Information.

Information required to be controlled and maintained by an entity (E.4.4.1) and the medium on which it is
contained.

Note 1: Documented information can be in any format and media, and from any source.

Note 2: Documented information can refer to the following:

(1) The management system (E.4.4.4), including related processes (E.4.4.12)
(2) Information created in order for the entity to operate (documentation)

(3) Evidence of results (records)

E.4.4.12 Process.

Set of interrelated or interacting activities that transforms inputs into outputs.
E.4.4.13 Performance.

Measurable result.

Note 1: Performance can relate either to quantitative or qualitative findings.

Note 2: Performance can relate to the management of activities, processes (E.4.4.10), products (including
services), systems or (E.4.4.1).

E.4.4.14 Outsource (Verb).

Make an arrangement where an external entity (E.4.4.1) performs part of an entity’s function or process
(E.4.4.12).

Note: An external entity is outside the scope of the management system (E.4.4.10), although the
outsourced function or process is within the scope.

E.4.4.15 Monitoring.

Determining the status of a system, a process (E.4.4.12), or an activity.

Note: To determine the status, there might be a need to check, supervise or critically observe.
E.4.4.16 Measurement.

Process (E.4.4.12) to determine a value.

E.4.4.17 Audit.

Systematic, independent, and documented process (E.4.4.12) for obtaining audit evidence and evaluating
it objectively to determine the extent to which the audit criteria are fulfilled.

Note 1: An audit can be an internal audit (first party) or an external audit (second party or third party), and
it can be a combined audit (combining two or more disciplines).

Note 2: An internal audit is conducted by the entity itself, or by an external party on its behalf.
Note 3: “Audit evidence” and “audit criteria” are defined in ISO 19011.

E.4.4.18 Conformity.

Fulfillment of a requirement (E.4.4.3).

E.4.4.19 Nonconformity.

Non-fulfillment of a requirement (E.4.4.3).

E.4.4.20 Corrective Action.

Action to eliminate the cause of a nonconformity) and to prevent recurrence.

E.4.4.21 Continual Improvement.

Recurring activity to enhance performance (E.4.4.13).

E.5 Context of the Entity.

Global SR-1
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E.5.1 Understanding the Entity and Its Context.

The entity shall determine external and internal issues that are relevant to its purpose and that affect |ts
ability to achieve the intended outcome(s) of its disa
of operationscrisis/disaster/emergency management and business contlnwty/contlnunty of operations
continuity management system.

E.5.2 Understanding the Needs and Expectations of Interested Parties.

The entity shall determine:

(1) The interested parties that are relevant to the disaster/ continuity, emergency, and crisis
management and-business-continuity/continuity-of operations- management system

(2) The relevant requirements of these interested parties.

E.5.3 Determining the Scope of the Disaster/Emergency and Business Continuity/Continuity of
Operations Management System.

The entity shall determine the boundaries and applicability of the disaster/ continuity, emergency, and
crisis management and-business-continuity/continuity-of operations- management system to establish its

scope. When determining this scope the entity shall consider:

(1) The external and internal issues referred to in E4-4 F.1

(2) The requirements referred to in Section E.5.2

The scope shall be available as documented information.

E.5.4 Disaster/ Continuity, Emergency, and Crisis Management-and-Business-Continuity/Continuity of
Operations Management System.

The entity shall, establish, implement, maintain and continually improve a disaster/ continuity, emergency,
and crisis management and-business-continuity/continuity-of operations- management system, including

the processes needed and their interactions, in accordance with the requirements of this International
Standard.

E.5.5 Laws and Authorities. [4-5 4.6 ]
E.5.5.1

The program shall comply with applicable legislation, policies, regulatory requirements, and directives.
[4544.6.1]

E.5.5.2

The entity shall establish maintain, and document procedure(s) to comply with applicable legislation,
policies, regulatory requirements, and directives. [4:5:24.6.2 ]

E.5.5.3

The entity shall implement a strategy for addressing the need for revisions to legislation, regulations,
directives, policies, and industry codes of practice. [4-5-34.6.3 ]

E.6 Leadership.

Detail SR-29
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E.6.1 Leadership and Commitment.
Top management shaII demonstrate Ieadershlp and commltment with respect to the &saste#emepgeney

Ensuring that the di ‘
operationsprogram policy and objectlves are establlshed and are compatlble W|th the strateglc
direction of the entity-

(2) Ensuring the integration of the disaster/continuity, emergency, and crisis management and-business
continuity/continuity of operations-management system requirements into the entity’s business

processes;

(3) Ensuring that the resources needed for the di

eentmuuyleentwwut%eﬂeperatlensﬁmanagemenksystemprogram are avallable

(4) Communicating the importance of effective disaster/emergency-managementand-business
continuity/continuity-of operationsprogram management and of conforming to the requirements

(5) Ensuring that the di
managementsystemprogram achleves its intended outcome(s)

(6) Dlrectlng and supportlng persons to contrlbute to the effectlveness of the dlsaste#emepgeney
ystemprogram

(7) Promoting continual improvement

Supporting other relevant management roles to demonstrate leadership as it applies to the position’s
areas of responsibility.

Note 1: Reference to “business” in this International Standard can be interpreted broadly to mean those
activities that are core to the purposes of the entity’s existence.

E.6.2 Leadership and Commitment. [4.1]
E.6.2.1

The entity leadership shall demonstrate commitment to the program to prevent, mitigate the
consequences of, prepare for, respond to, maintain continuity during, and recover from incidents. [4.1.1]

E.6.2.2

The leadership commitment shall include the following: {4-4-2}

(1) Support the development, implementation, and maintenance of the program

(2) Provide necessary resources to support the program

(3) Ensure the program is reviewed and evaluated as needed to ensure program effectiveness
(4) Support corrective action to address program deficiencies

[4.1.2]

E.6.2.3

The entity shall adhere to policies, execute plans, and follow procedures developed to support the
program. [4.1.3]

E.6.3 Policy.
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Top management shall establish a-d
operations the program policy that:

(1) Is appropriate to the purpose of the entity

(2) Provides a framework for setting di
of operations the program objectives

(3) Includes a commitment to satisfy applicable requirements

(4) Includes a commitment to continual improvement of the disaster/ continuity, emergency, and crisis

management and-business-continuity/continuity-of operations— management system
program policy

(1) Be available as documented information

(2) Be communicated within the entity

(3) Be available to interested parties, as appropriate

E.6.3.1 Program Administration. [4:44.5]
E.6.3.1.1
The entity shall have a documented program that includes the following:-{4-4-4]

(1) Executive policy, including vision, mission statement, roles, and responsibilities, and enabling
authority

(2) Program scope, goals, performance objectives, and metrics for program evaluation
(3) Applicable authorities, legislation, regulations, and industry codes of practice as required by E.5.5
(4) Program budget and schedule, including milestones

(5) Program plans and procedures that includethe include the following:

(a) Anticipated cost
(b) Priority
(c) Resources required
(6) Records management practices as required by E.8.5.4

(7) Management of change

4.51]
E.6.3.1.2

The program shall include the requirements specified in Sections E.5 to E.12, the scope of which shall be
determined through an “all-hazards” approach, and the risk assessment. [4:4-24.5.2]

E.6.3.1.3

Program requirements shall be applicable for preparedness including the planning, implementation,
assessment, and maintenance of programs for prevention, mitigation, preparedness, response, continuity,
and recovery. [4:4-34.5.3]

E.6.4 Organizational Roles, Responsibilities, and Authorities.

Top management shall ensure that the responsibilities and authorities for relevant roles are assigned and
communicated within the entity.

Top management shall assign the responsibility and authority for:

(1) Ensuring that the disaster/ continuity, emergency, and crisis management and-business
continuity/continuity of operations- management system conforms to the requirements of this

International Standard

(2) Reporting on the performance of the disaster/femergency-management-and-business
continuity/continuity of operations-management-system program to top management
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E.6.4.1 Program Coordinator.

The program coordinator shall be appointed by the entity's leadership and authorized to develop,
implement, administer, evaluate, and maintain the program. [4.2]

E.6.4.2 Performance Objectives. [5-54.3 ]
E.6.4.2.1

The entity shall establish performance objectives for the program in accordance with Section E.5 and the
elements in Sections E.7 through E.12. [5.5:4 4.3.1]

E.6.4.2.2

The performance objectives shall address the results of the hazard identification, risk assessment, and
business impact analysis. [6-5-24.3.2]

E.6.4.2.3

Performance objectives shall be developed by the entity to address both short-term and long-term needs.

[5-5-34.3.3]

E.6.4.2.4

The entity shall define the terms short term and long term. [5-5.4 4.3.4]

E.6.4.3 Program Committee. [4-34.4]

E.6.4.3.1

A program committee shall be established by the entity in accordance with its policy. [4-3-44.4.1]
E.6.4.3.2

The program committee shall provide input, and/ or assist in the coordination of the preparation,
development, implementation, evaluation, and maintenance of the program. [4-3-:24.4.2]

E.6.4.3.3

The program committee shall include the program coordinator and others who have the expertise, the
knowledge of the entity, and the capability to identify resources from all key functional areas within the
entity and shall solicit applicable external representation . [4.3.34.4.3 ]

E.6.4.3.4
The program committee shall solicit applicable external representation. [4.4.4]
E.7 Planning. [Chapter 5]

E.7.1 Actions to Address Risks and Opportunities.

When planning for the di
managementsystem program , the entlty shall consider the issues referred toin Sectlon 5.1 and the
requirements referred to in Section 5.2 and determine the risks and opportunities that need to be
addressed to:

(1) Give assurance that the di i ptinui
operations-managementsystem program can achieve its mtended outcome(s)

(2) Prevent, or reduce, undesired effects.

(3) Achieve continual improvement.
The entity shall plan:
(1) Actions to address these risks and opportunities

(2) How to:

(a) Integrate and implement the actions into its disasterlemergency-management-and-business
continuity/continuity of operations-management-system program processes

(b) Evaluate if the effectiveness of these actions have been effective

E.7.2 Disaster/ Continuity, Emergency, and Crisis Management and-Business-Continuity/Continuity-of
Operations- Objectives and Planning to Achieve Them.
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E.7.21
The entity shall establish di

operations the program objectlves at relevant functlons and Ievels

shall:

(1) Be consistent with the di
operations program policy

(2) Be measurable (if practicable)

(3) Take into account applicable requirements
(4) Be monitored
(5) Be communicated

(6) Updated as appropriate

The entity shall retain documented information on the disaster/ continuity, emergency, and crisis

management and-business-continuity/continuity of operations- objectives.

When planning how to achieve its disaster/ continuity, emergency, and crisis management and-business
continuity/continuity-of operations- objectives, the entity shall determine:

(1) What will be done

(2) What resources will be required
(3) Who will be responsible

(4) When it will be completed

(5) How the results will be evaluated

E.7.3 Planning and Design Process. [5.1]

E.7.31

The program shall follow a planning process that develops strategies, plans, and required capabilities to
execute the program. [5.1.1]

E.7.3.2
Strategic planning shall define the entity's vision, mission, and goals of the program. [5.1.2]
E.7.3.3

Risk assessment and business impact analysis (BIA) shall develop information to prepare prevention and
mitigation strategies. [5.1.3]

E.7.3.4

A risk assessment, BIA, and resource needs assessment shall develop information to prepare emergency
operations/response, crisis communications, continuity, and recovery plans. [5.1.4]
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E.7.3.5

Crisis management planning shall address an event, or series of events, that severely impacts or has the

potential to severely impact an entity's operations, reputation, market share, ability to do business, or
relationships with key stakeholders. [5.1.5]

E.7.3.6

The entity shall include key stakeholders in the planning process. [5.1.6]
E.7.4 Risk Assessment. [5.2]

E.7.4.1

The entity shall conduct a risk assessment. [5.2.1]

E.7.4.2

The entity shall identify hazards and monitor those hazards and the likelihood and severity of their
occurrence over time. [5.2.2]
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Hazards to be evaluated shall include the following:-{5-2.2.4}
(1) Geological:
a

b

(a) Earthquake

(b) Landslide, mudslide, subsidence
(c) Tsunami
(d)

d) Volcano

(2) Meteorological:
(a
(b
(

) Drought

)
c) Famine

)

)

Extreme temperatures (hot, cold)

(d
(e

f) Lightning

Flood, flash flood, seiche, tidal surge

Geomagnetic storm

(
(g) Snow, ice, hail, sleet, avalanche
(h) Wildland fire
(i) Windstorm, tropical cyclone, hurricane, tornado, water spout, dust storm, sandstorm
(3) Biological:

(a) Food-borne illnesses

(b) Infectious/communicable/pandemic diseases
(4) Accidental human-caused:

(a) Building/structure collapse

(b) Entrapment

(c) Explosion/fire

(d) Fuel/resource shortage

(e) Hazardous material spill or release

(f) Equipment failure

(g9) Nuclear reactor incident

(h) Radiological incident

(i) Transportation incidents

(i) Unavailability of essential employee(s)

(k) Water control structure failure

() Misinformation

(5) Intentional human-caused:

(a) Incendiary fire

(b) Bomb threat

(c) Demonstrations/civil disturbance/riot/insurrection
(d) Discrimination/harassment

(e) Disinformation

(f) Kidnapping/hostage
(g) Acts of war

(h) Missing person
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(i) Cyber security incidents
(j) Product defect or contamination
(k) Robbery/theft/fraud
() Strike or labor dispute
(m) Suspicious package
(n) Terrorism
(o) Vandalism/sabotage
(p) Workplace/school/university violence
(6) Technological:
(a) Hardware, software, and network connectivity interruption, disruption, or failure
(b) Utility interruption, disruption, or failure
E.7.4.2.2

The vulnerability of people, property, operations, the environment, the entity, and the supply chain
operations shall be identified, evaluated, and monitored. [5.2.2.2]

E.7.4.3
The entity shall conduct an analysis of the impact of the hazards identified in E.7 on the following:-{5-2.3}

(1) Health and safety of persons in the affected area
(2) Health and safety of personnel responding to the incident
(3) Security of information

(4) Continuity of operations

(5) Continuity of government

(6) Property, facilities, assets, and critical infrastructure
(7) Delivery of the entity’s services

(8) Supply chain

(9) Environment

(10) Economic and financial conditions

(11) Regulatory and contractual obligations

(12) Reputation of or confidence in the entity

(13) Work and labor arrangements

5.2.3]
E.7.4.4

The risk assessment shall include an analysis of the escalation of impacts over time. [5.2.4]
E.7.4.5

The analysis shall evaluate the potential effects of regional, national, or international incidents that could
have cascading impacts. [5.2.5]

E.7.4.6

The risk assessment shall evaluate the adequacy of existing prevention and mitigation strategies. [5.2.6]
E.7.5 Business Impact Analysis (BIA). [5.3]

E.7.5.1
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The entity shall conduct a (BIA) that includes an assessment of how a disruption could affect the entity's
operations, reputation, market share, ability to do business relationships with key stakeholders and
identify the resources and capabilities needed to manage the disruptions. [5.3.1]

E.7.5.1.1

The BIA shall identify processes that are required for the entity to perform its mission. [5.3.1.1]
E.7.5.1.2

The BIA shall identify the following resources that enable the processes: [5-3-4-2}

(1) Personnel

(2) Equipment

(3) Infrastructure

(4) Technology

(5) Information

(6) Supply chain

E.7.5.2

The BIA shall evaluate the following: [5-3-2}

(1) Dependencies

(2) Single-source and sole-source suppliers
©)

(4)

Single points of failure

Potential qualitative and quantitative impacts from a disruption to the resources in E.7.5.1.2

53.2
E.7.5.2.1

The BIA determine the point in time [recovery time objective(RTO)] when the impacts of the disruption
become unacceptable to the entity. [5.3.2.1]

E.7.5.3

The BIA shall identify the acceptable amount of data loss for physical and electronic records to identify
recovery point objective (RPO). [5.3.3]

E.7.5.4

The BIA identify gaps between the RTOs and RPOs and demonstrated capabilities. [5.3.4]
E.7.5.5

The BIA shall be used in the development of continuity and recovery strategies and plans. [5.3.5]
E.7.5.6

The BIA shall identify critical supply chains, including those exposed to domestic and international risks,
and the timeframe within which those operations become critical to the entity. [5.3.6]

E.8 Support.
E.8.1 Resources.

The entity shall determine and provide the resources needed for the establishment, implementation,

maintenance, and continual improvement of the disaster/femergency-managementand-business
continuity/continuity-of operations-management-system program .

E.8.1.1 Resource Needs Assessment. [5.4]
E.8.1.1.1

The entity shall conduct a resource needs assessment based on the hazards identified in E.7.4 and the
business impact analysis in E.7.5. [5.4.1]
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E.8.1.1.2

The resource needs assessment shall include the following: [5-4-2]

(1) Human resources, equipment, training, facilities, funding, expert knowledge, materials, technology,
information, intelligence, and the time frames within which they will be needed

(2) Quantity, response time, capability, limitations, cost, and liabilities
5.4.2]
E.8.1.1.3

The entity shall establish procedures to locate, acquire, store, distribute, maintain, test, and account for
services, human resources, equipment, and materials procured or donated to support the program. [5.4.3]

E.8.1.1.4
Facilities capable of supporting response, continuity, and recovery operations shall be identified. [5.4.4]
E.8.1.1.5 Agreements.

The need for mutual aid/assistance or partnership agreements shall be determined; if needed,
agreements shall be established and documented. [5.4.5]

E.8.1.2 Resource Management.

E.8.1.21

Resource management shall include the following tasks: [6-7-74]

(1) Establishing processes for describing, taking inventory of, requesting, and tracking resources
(2) Resource typing or categorizing resources by size, capacity, capability, and skill

(3) Mobilizing and demobilizing in accordance with the established IMS

(4) Conducting contingency planning for resource deficiencies

[6.8.7]

E.8.1.2.2

A current inventory of internal and external resources shall be maintained. [6-7-8 6.8.8 ]

E.8.1.2.3

Donations of human resources, equipment, material, and facilities shall be managed. [6-7-96.8.9]
E.8.1.3 Finance and Administration. [4-6 4.7 ]

E.8.1.3.1

The entity shall develop finance and administrative procedures to support the program before, during, and
after an incident. [4:6-44.7.1]

E.8.1.3.2

There shall be a responsive finance and administrative framework that does the following: [4-6.2}

(1) Complies with the entity’s program requirements
(2) Is uniquely linked to response, continuity, and recovery operations

(3) Provides for maximum flexibility to expeditiously request, receive, manage, and apply funds in a
nonemergency environment and in emergency situations to ensure the timely delivery of assistance

4.7.2]
E.8.1.3.3

Procedures shall be created and maintained for expediting fiscal decisions in accordance with established
authorization levels, accounting principles, governance, requirements, and fiscal policy. [4-6-34.7.3]
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E.8.1.3.4

Finance and administrative procedures shall include the following: [4-6-4}

(1) Responsibilities for program finance authority, including reporting relationships to the program
coordinator

(2) Program procurement procedures

(3) Payroll

(4) Accounting systems to track and document costs

(5) Management of funding from external sources

(6) Crisis management procedures that coordinate authorization levels and appropriate control measures

(7) Documenting financial expenditures incurred as a result of an incident and for compiling claims for
future cost recovery

(8) Identifying and accessing alternative funding sources
(9) Managing budgeted and specially appropriated funds
[4.7.4]

E.8.2 Competence.

The entity shall:

(1) Determine the necessary competence of person(s) doing work under its control that affects its
i m m men usine ontinuitv/continuitvof operation thegrogram’s

performance

(2) Ensure that these persons are competent on the basis of appropriate education, training, or
experience

(3) Where applicable, take actions to acquire the necessary competence, and evaluate the effectiveness
of the actions taken

(4) Retain appropriate documented information as evidence of competence

Note: Applicable actions can include, for example, the provision of training to, the mentoring of, or the re-
assignment of currently employed persons; or the hiring or contracting of competent persons.

E.8.2.1 Training. [Chapter Z8]
E.8.2.1.1 Curriculum.

The entity shall develop and implement a competency-based training and education curriculum that
supports all employees who have a role in the program. [%4 8.1 ]

E.8.2.1.2 Goal of the Curriculum.

The goal of the curriculum shall be to create awareness and enhance the knowledge, skills, and abilities
required to implement, support, and maintain the program. [%-28.2]

E.8.2.1.3 Scope and Frequency of Instruction.
The scope of the curriculum and the frequency of instruction shall be identified. [%#3 8.3 ]
E.8.2.1.4 Incident Management System Training.

Personnel shall be trained in the entity’s incident management system (IMS) and other components of the
program to the level of their involvement. [%4 8.4 ]

E.8.2.1.5 Recordkeeping.
Records of training and education shall be maintained as specified in Section E.8.5.5. [%.68.5]
E.8.2.1.6 Regulatory and Program Requirements.

The curriculum shall comply with applicable regulatory and program requirements. [76 8.6 ]
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E.8.2.1.7 Public Education.

A public education program shall be implemented to communicate the following: [Z-7]
(1) The potential impacts of a hazard

(2) Preparedness information

(3) Information needed to develop a preparedness plan

[8.7]

E.8.3 Awareness.

Persons doing work under the entity’s control shall be aware of:

program policy
(2) Thelr contrlbutlon to the effectlveness of the disaster/femergency-management-and-business

program , including the benefits of improved

disaster/ c ontlnwty, emergency. and crisis managementan@busmes&eer&muﬁylee%nw&yef
operations- performance

(3) The implications of not conforming with the disaster/emergency-management-and-business
continuity/continuity-of operations-managementsystem program requirements

E.8.4 Communication.

The entity shall determlne the |nternal and external communlcatlons relevant to the disaster/femergency
3 ‘ ‘ ‘ program , including:

(1) On what it will communicate
(2) What to communicate
(3) With whom to communicate
(4) How to communicate

E.8.4.1 Crisis Management. [6.4]
E.8.4.1.1

The entity shall establish and maintain a crisis management capability to manage issues, events, or
series of events, that severely impact or have the potential to severely impact an entity’s brand, image,
reputation, market share, ability to do business, or relationships with key stakeholders. [6.4.1]

E.8.4.1.2

The crisis management capability shall include assigned responsibilities and established processes to
perform the following:

(1) Engage senior leadership

(2) Detect the signals, symptoms, incidents, events, or circumstances that portend an emerging crisis
or have the potential to trigger a crisis

(3) Conduct a situation analysis

(4) Declare a crisis, alert responsible persons, and activate crisis management plans should the
current situation meet established criteria

(5) Identify issues to be addressed by the responsible persons and senior leadership

(6) Develop strategies to mitigate the potential impacts of identified issues

(7) Provide direction and support for the entity’s facilities, operations, employees, customers, and
others affected by or potentially affected by the crisis

(8) Coordinate with the entity’s crisis communication capability and provide strategic direction,
authorize communications strategies, and communicate with stakeholders

6.4.2]
E.8.4.2 Crisis Communications and Public Information. [6:4 6.5 ]
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E.8.4.2.1

The entity shall develop a plan and procedures to disseminate information to and respond to requests for
information from the following audiences before, during, and after an incident: [6.4-4}

(1) Internal audiences, including employees

(2) External audiences, including the media, access and functional needs populations, and other
stakeholders

6.5.1]
E.8.4.2.2

The entity shall establish and maintain a crisis communications or public information capability that
includes the following: [6-4-2}

(1) Central contact facility or communications hub

(2) Physical or virtual information center

(3) System for gathering, monitoring, and disseminating information
(4) Procedures for developing and delivering coordinated messages

(5) Protocol to clear information for release

[6.5.2]

E.8.4.3 Warning, Notifications, and Communications. [6-5 6.6 ]

E.8.4.3.1

The entity shall determine its warning, notification, and communications needs. [6-5:46.6.1]
E.8.4.3.2

Warning, notification, and communications systems shall be reliable, redundant, and interoperable.
[65:26.6.2]

E.8.4.3.3

Emergency warning, notification, and communications protocols and procedures shall be developed,
tested, and used to alert stakeholders potentially at risk from an actual or impending incident. [6-5-3 6.6.3 ]

E.8.4.3.4

Procedures shall include issuing warnings through authorized agencies if required by law as well as the
use of preseripted pre-scripted information bulletins or templates. [6-5-4 6.6.4 ]

E.8.5 Documented Information.
E.8.5.1 General.

The entity’s disaster/ continuity, emergency, and crisis management and-business-continuity/continuity-of
operations- management system shall include:

(1) Documented information required by this International Standard;

(2) Documented information determined by the entity as belng requwed for the effectlveness of the

system program .

Note: The extent of documented information for a disaster/ continuity, emergency, and crisis management

and-business-continuity/continuity-of operations- management system can differ from one entity to another

due to:

(1) The size of entity and its type of activities, processes, products, and services
(2) The complexity of processes and their interactions

(3) The competence of persons

E.8.5.2 Common Plan Requirements. [6.1]
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E.8.5.2.1

Plans shall address the health and safety of personnel. [6.1.1]
E.8.5.2.2

Plans shall identify and document the following:

(1) Assumptions made during the planning process

(2) Functional roles and responsibilities of internal and external agencies, entities, departments, and
positions

(3) Lines of authority

(4) The process for delegation of authority

(5) Lines of succession for the entity

(6) Liaisons to external entities

(7) Logistics support and resource requirements

[6.1.2]

E.8.5.2.3

Plans shall be individual, integrated into a single plan document, or a combination of the two. [6.1.3]
E.8.5.2.4

The entity shall make sections of the plans available to those assigned specific tasks and responsibilities
therein and to key stakeholders as required. [6.1.4]

E.8.5.3 Creating and Updating.

When creating and updating documented information the entity shall ensure appropriate:
(1) Identification and description (e.g., a title, date, author, number, or reference number)
(2) Format (e.g., language, software version, graphics) and media (e.g., paper, electronic)
(3) Review and approval for suitability and adequacy

E.8.5.4 Control of Documented Information.

Documented information required by the disaster/ continuity, emergency, and crisis management and

business-continuity/continuity-of operations- management system and by this International Standard shall

be controlled to ensure:

(1) Itis available and suitable for use, where and when it is needed

(2) Itis adequately protected (e.g., from loss of confidentiality, improper use, or loss of integrity)

For the control of documented information, the entity shall address the following activities, as applicable:
(1) Distribution, access, retrieval and use

(2) Storage and preservation, including preservation of legibility

(3) Control of changes (e.g., version control)

(4) Retention and disposition

Documented information of external origin determined by the entity to be necessary for the plannlng and
operation of the di ‘ ity
management-system program shaII be identified, as approprlate and controlled

Note: Access can imply a decision regarding the permission to view the documented information only, or
the permission and authority to view and change the documented information.

E.8.5.5 Records Management. [4-74.8]
E.8.5.5.1

The entity shall develop, implement, and manage a records management program to ensure that records
are available to the entity. [4-744.8.1].
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E.8.5.5.2

The program shall include the following:

(1) Identification of records (hard copy or electronic) vital to continue the operations of the entity
(2) Backup of records on a frequency necessary to meet program goals and objectives

(3) Validation of the integrity of records backup

(4) Implementation of procedures to store, retrieve, and recover records onsite or offsite

(5) Protection of records

(6) Implementation of a record review process

(7) Procedures coordinating records access [4.7.2]

4.8.2]
E.9 Operation.

E.9.1 Operational Planning and Control.
E.9.1.1

The entity shall plan, implement and control the processes and to meet requirements, and to implement
the actions determined in E.7.1, by:

(1) Establishing criteria for the processes
(2) Implementing the control of the processes in accordance with the criteria

(3) Keeping documented information to the extent necessary to have confidence that the processes have
been carried out as planned

The entity shall control planned changes and review the consequences of unintended changes, taking
action to mitigate any adverse effects, as necessary.

The entity shall ensure outsourced processes are controlled.
E.9.2 Prevention. [6.2]
E.9.21

The entity shall develop a strategy to prevent an incident that threatens life, property, operations,
information, and the environment. [6.2.1]

E.9.2.2

The prevention strategy shall-be-based-and-shall be kept current using the information collection and
intelligence techniques. [6.2.2]

E.9.2.3

The prevention strategy shall be based on the results of hazard identification and risk assessment, an
analysis of impacts, program constraints, operational experience, and a cost-benefit analysis. [6.2.3]

E.9.24

The entity shall have a process to monitor the identified hazards and adjust the level of preventive
measures to be commensurate with the risk. [6.2.4]

E.9.3 Mitigation. [6.3]
E.9.3.1

The entity shall develop and implement a mitigation strategy that includes measures to be taken to limit or
control the consequences, extent, or severity of an incident that cannot be prevented. [6.3.1]

E.9.3.2

The mitigation strategy shall be based on the results of hazard identification and risk assessment, an
analysis of impacts, program constraints, operational experience, and cost-benefit analysis. [6.3.2]

E.9.3.3

The mitigation strategy shall include interim and long-term actions to reduce vulnerabilities. [6.3.3]
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E.9.4 Operational Procedures. [6-6 6.7 ]
E.9.4.1

The entity shall develop, coordinate, and implement operational procedures to support the program.
[66846.7.1]

E.9.4.2

Procedures shall be established and implemented for response to and recovery from the impacts of
hazards identified in E.7.5. [6:68:26.7.2]

E.9.4.3

Procedures shall provide for life safety, property conservation, incident stabilization, continuity, and
protection of the environment under the jurisdiction of the entity. [6.6-3 6.7.3 ]

E.9.4.4
Procedures shall include the following: [6-6-4]

(1) Control of access to the area affected by the incident
(2) Identification of personnel engaged in activities at the incident
(3) Accounting for personnel engaged in incident activities

(4) Mobilization and demobilization of resources

6.7.4]
E.9.4.5

Procedures shall allow for concurrent activities of response, continuity, recovery, and mitigation.
[6:6-566.7.5]

E.9.5 Incident Management. [6-76.8 ]
E.9.5.1

The entity shall develop an incident management system to direct, control, and coordinate response,
continuity, and recovery operations. [6-746.8.1]

E.9.5.1.1 Emergency Operations Centers (EOCs). [6-7146.8.1.1]
E.9.5.1.1.1

The entity shall establish primary and alternate EOCs capable of managing response, continuity, and
recovery operations. [6-44+4-16.8.1.1.1]

E.9.5.1.1.2
The EOCs shall be permitted to be physical or virtual. [6-744.26.8.1.1.2]
E.9.5.1.1.3

On activation of EOC, communications and coordination shall be established between incident command
and the EOC. [6-741436.8.1.1.3]

E.9.5.2

The incident management system shall describe specific organizational roles, titles, and responsibilities
for each incident management function. [6-726.8.2]

E.9.5.3

The entity shall establish procedures and policies for coordinating prevention, mitigation, preparedness,
response, continuity, and recovery activities. [6-74-3 6.8.3 ]

E.9.5.4
The entity shall coordinate the activities specified in 6.8.3 with stakeholders. [6-7-4 6.8.4 ]
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E.9.5.5

Procedures shall include a situation analysis that incorporates a-damage an assessment of the following
for the purposes of activating emergency response/operations, business continuity/continuity of

operations, crisis management, and a-needs-assessmentto-identify /or crisis communications plans and
capabilities: -resources-to-support-activities—|{6-7-5]

(1) Casualties and the availability of required personnel resources

(2) Physical damage to property under the jurisdiction of the entity

(3) Interruption or disruption of the entity's operations

(4) Impacts to digital information and vital records

(5) Actual or potential contamination of the environment

(6) Actual or potential impacts to brand, image, reputation, market share, ability to do business, or
relationships with key stakeholders

(7) Resources needed to support response, continuity, and recovery activities

6.8.5]
E.9.5.6

Emergency operations/response shall be guided by an incident action plan or management by objectives.

[6-766.8.6]
E.9.6 Emergency Operations/Response Plan. [6-8 6.9 ]
E.9.6.1

Emergency operations/response plans shall define responsibilities for carrying out specific actions in an
emergency. [6-846.9.1]

E.9.6.2

The plan shall identify actions to be taken to protect people including people with disabilities and other
access and functional needs, information property, operations, the environment, and the entity.
[6-8.26.9.2]

E.9.6.3

The plan shall identify actions for incident stabilization. [6-8-3 6.9.3 ]

E.9.6.4

The plan shall include the following: {6-8-4}

(1) Protective actions for life safety in accordance with 6:8.2 6.9.2

(2) Warning, notifications, and communication in accordance with Section 6:5 6.6
(3) Crisis communication and public information in accordance with Section 6.4 6.5
(4) Resource management in accordance with 6.7-76.8.7

(5) Donation management in accordance with 6-7-9 6.8.9

[6.9.4]

E.9.7 Continuity and Recovery. [6:26.10]

E.9.7.1 Continuity [6:9-16.10.1]

E.9.7.1.1 Continuity Plans.

The continuity plan shall include recovery strategies to continue critical and time-sensitive processes and
provide the supporting technology that supports these processes as identified in the business impact
analysis BIA. [6:9-4-46.10.1.1]
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E.9.7.1.2
Continuity plans shall identify and document the following: [6-9-4-2]

(1) Stakeholders that need to be notified

(2) Processes that must be maintained

(3) Roles and responsibilities of the individuals implementing the continuity strategies
(4) Procedures for activating the plan, including authority for plan activation

(5) Critical and time-sensitive technology, application systems, and information
(6) Security of information

(7) Alternative work sites

(8) Workaround procedures

(9) Vital records

(10) Contact lists

(11) Required personnel

(12) Vendors and contractors supporting continuity

(13) Resources for continued operations

(14) Mutual aid or partnership agreements

(15) Activities to return critical and time-sensitive processes to the original state

6.10.1.2
E.9.71.3

Continuity plans shall be designed to meet the RTO and RPO. [6:9.4-36.10.1.3 ]
E.9.7.1.4

Continuity plans shall address supply chain disruption. [6-:9-4:4 6.10.1.4 ]

E.9.7.2 Recovery. [6-9:26.10.2]

E.9.7.21

Recovery plans shall provide for restoration of processes, technology, information, services, resources,
facilities, programs, and infrastructure. [6-9:2.4 6.10.2.1 ]

E.9.7.2.2
Recovery plans shall document the following:-{6-9:2.2]

(1) Damage assessment

(2) Coordination of the restoration, rebuilding, and replacement of facilities, infrastructure, materials,
equipment, tools, vendors, and suppliers

(3) Restoration of the supply chain

(4) Continuation of communications with stakeholders

(5) Recovery of critical and time-sensitive processes, technology, systems, applications, and information
(6) Roles and responsibilities of the individuals implementing the recovery strategies

(7) Internal and external (vendors and contractors) personnel who can support the implementation of
recovery strategies and contractual needs

(8) Adequate controls to prevent the corruption or unlawful access to the entity’s data during recovery
(9) Compliance with regulations that would become applicable during the recovery
(10) Maintenance of preincident pre-incident controls

6.10.2.2
E.9.8 Employee Assistance and Support. [6-106.11]
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E.9.8.1

The entity shall develop a strategy for employee assistance and support that includes the following:

fe-10-4

(1) Communications procedures

(2) Contact information, including emergency contact outside anticipated hazard area

(3) Accounting for persons affected, displaced, or injured by the incident

(4) Temporary, short-term, or long-term housing, and feeding and care of those displaced by an incident
(5) Mental health and physical well-being of individuals affected by the incident

(6) Pre-incident and post-incident awareness

[6.11.1]

E.9.8.2

The strategy shall be flexible for use in all incidents. [6-40.2 6.11.2]

E.9.8.3

The entity shall promote family preparedness education and training for employees. [6-40-3 6.11.3]

E.10 Performance Evaluation.

Global SR-1

E.10.1 Monitoring, Measurement, Analysis, and Evaluation.
The entity shall determine:
(1) What needs to be monitored and measured

(2) The methods for monitoring, measurement, analysis and evaluation, as applicable, to ensure valid
results

(3) When the monitoring and measuring shall be performed

(4) When the results from of monitoring and measurement shall be analyzed and evaluated

The organization shall retain appropriate documented information as evidence of the results.

The entity shall evaluate the di
operationsprogram performance and the effectlveness of the msaste#emergeneymanagemenpand
business-continuity/continuity-of operations crisis/disaster/emergency management and business

continuity/continuity of operations management system.
E.10.2 Internal Audit.
E.10.2.1

The entity shall conduct internal audits at planned intervals to provide information on whether the

system program :
(1) Conforms to_the following :

(a) The entity’s own requirements for its disaster/ continuity, emergency, and crisis management
and-business-continuity/continuity-of operations- management system

(b) The requirements of this International Standard

(2) Is effectively implemented and maintained
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E.10.2.2
The entity shall:

(1) Plan, establish, implement and maintain an audit program(s,) including the frequency, methods,
responsibilities, planning requirements and reporting, which shall take into consideration the
importance of the processes concerned and the results of previous audits

(2) Define the audit criteria and scope for each audit
(3) Select auditors and conduct audits to ensure objectivity and the impartiality of the audit process
(4) Ensure that the results of the audits are reported to relevant management

(5) Retain documented information as evidence of the implementation of the audit program and the audit
results

E.10.3 Management Review.
E.10.3.1

Top management shall review the entity’s disaster/ continuity, emergency, and crisis management and

business-continuity/continuity-of operations- management system, at planned intervals, to ensure its

continuing suitability, adequacy and effectiveness.
E.10.3.2

The management review shall include consideration of:

(1) The status of actions from previous management reviews

(2) Changes in external and mternal issues that are relevant to the dsaste#eme#gaqewmanagement

®)

operanonsprogram performance |nclud|ng trends in:

(a) Nonconformities and corrective actions
(b) Monitoring and measurement results

(c) Audit results
(4) Opportunities for continual improvement
E.10.3.3

The outputs of the management review shall include decisions related to continual improvement
opportunities and any need for changes to the disaster/ continuity, emergency, and crisis management

and-business-continuity/continuity-of operations- management system.
E.10.3.4

The entity shall retain documented information as evidence of the results of management reviews.
E.10.4 Exercises and Tests. [Chapter 8 9]

E.10.4.1 Program Evaluation. [8:49.1]

E.10.4.1.1

The entity shall evaluate program plans, procedures, training, and capabilities and promote continuous
improvement through periodic exercises and tests. [8-44 9.1.1]

E.10.4.1.2

The entity shall evaluate the program based on post-incident analyses, lessons learned, and operational
performance in accordance with Chapter 10. [8:4-29.1.2]

E.10.4.1.3
Exercises and tests shall be documented. [8-4-39.1.3]
E.10.4.2 Exercise and Test Methodology. [8-2%9.2* ]
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E.10.4.2.1

Exercises shall provide a standardized methodology to practice procedures and interact with other entities
(internal and external) in a controlled setting. [8:2.4 9.2.1]

E.10.4.2.2

Exercises shall be designed to assess the maturity of program plans, procedures, and strategies.
[82.29.2.2]

E.10.4.2.3

Tests shall be designed to demonstrate capabilities. [8:2.3 9.2.3 ]
E.10.4.3 Design of Exercises and Tests. [8.3"]

E.10.4.3.1

Exercises shall be designed to do the following:

(1) Ensure the safety of people, property, operations, and the environment involved in the exercise or test
(2) Evaluate the program

(3) Identify planning and procedural deficiencies

(4) Test or validate recently changed procedures or plans

(5) Clarify roles and responsibilities

(6) Obtain participant feedback and recommendations for program improvement

(7) Measure improvement compared to performance objectives

(8) Improve coordination among internal and external teams, entities, and entities

(9) Validate training and education

(10) Increase awareness and understanding of hazards and the potential impact of hazards on the entity

(11) Identify additional resources and assess the capabilities of existing resources, including personnel
and equipment needed for effective response and recovery

(12) Assess the ability of the team to identify, assess, and manage an incident
(13) Practice the deployment of teams and resources to manage an incident

(14) Improve individual performance

E.10.4.4 Exercise and Test Evaluation. [8:4*9.4* ]
E.10.4.4.1

Exercises shall evaluate program plans, procedures, training, and capabilities to identify opportunities for
improvement. [8:4-49.4.1]

E.10.4.4.2

Tests shall be evaluated as either pass or fail. [8:4:29.4.2 ]
E.10.4.5 Frequency. [8:59.5]

E.10.4.5.1

Exercises and tests shall be conducted on the frequency needed to establish and maintain required
capabilities. [8:5:4 9.5.1]

E.11 Execution. [Chapter 7]

E.11.1 Incident Recognition.

The entity shall establish and implement a process whereby all appropriate stakeholders have a
common reference for the types of incidents that could adversely affect its people, property, operations,
or the environment, and ensure it is appropriately referenced throughout the incident management

process. [7.1

https://submittals.nfpa.org/TerraView Web/ContentFetcher?commentPar...

6/20/2018, 8:24 AM



National Fire Protection Association Report

104 of 132

E.11.2 Initial Reporting/Notification.

The entity shall establish and implement a process whereby all appropriate stakeholders can warn,
notify, and report an incident that has potential to cause an adverse impact on its people, property,
operations, or the environment. (See Section 6.6 .) [7.2

E.11.3 Plan Activation and Incident Action Plan. [7.3]
E.11.3.1

The entity shall establish and implement a process to assess the impact of the incident on its people,
property, operations, or the environment. [7.3.1]

E.11.3.2

The entity shall develop a time frame to activate appropriate planning as detailed in Sections 6.5 , 6.9 ,
and 6.10 , and coordinate activation when there is a declaration by public officials. [7.3.2]

E.11.4 Activate Incident Management System. [7.4]
E.11.41

The entity shall execute procedures from the documented plans in accordance with the following:

(1) Section 6.5
(2) Section 6.8
(3) Section 6.9
(4) Section 6.10
[7.4.1]

E.11.4.2

The entity shall execute its incident management system and activities in support of established
objectives and tasks. [7.4.2]

E.11.4.3

On activation of an emergency operations center (EOC), communications and coordination shall be
established between incident command and the EOQC. [7.4.3]

E.11.5 Ongoing Incident Management and Communications. [7.5]
E.11.5.1

The entity shall continually assess the impact of the incident on its people, property, operations, and the
environment, and reevaluate/implement its action plan in accordance with established objectives and

tasks. [7.5.1]
E.11.5.2

The entity shall implement the warning, notification, and communications systems to alert stakeholders
who are potentially at risk from an actual or impending incident. [7.5.2]

E.11.5.3

Based upon the extent of damage sustained to the entity, all necessary actions to invoke special
authorities and request assistance needed to deal with the situation shall be as described in Chapter

4 .[7.5.3]

E.11.5.4 Documenting Incident Information, Decisions, and Actions.

The entity shall establish and implement a system for tracking incident information received, decisions
made, resources deployed, and actions taken during the incident. [7.6]

E.11.5.5 Incident Stabilization.

The entity shall establish criteria for measuring when the incident has been stabilized. [7.7]

E.11.5.6 Demobilize Resources and Termination.

The entity shall execute a procedure to terminate the response and demobilize resources when the
incident has been stabilized. [7.8]

E.12 Improvement. [Chapter 9 10]
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E.12.1 Nonconformity and Corrective Action.
When a nonconformity occurs, the entity shall:
(1) React to the nonconformity, and as applicable:
(a) Take action to control and correct it
(b) Deal with the consequences

(2) Evaluate the need for action to eliminate the causes of order that it does not recur or occur
elsewhere, by:

(a) Reviewing the nonconformity

(b) Determining the causes of nonconformities

(c) Determining if similar nonconformities exist, or could potentially occur
(3) Implement any action needed

(4) Review the effectiveness of any corrective action taken

(5) Make changes to the di m
eperanen&managemenpsystem program , if necessary

Corrective actions shall be appropriate to the effects of the nonconformities encountered.

The entity shall retain documented information as evidence of:

(1) The nature of the nonconformities and any subsequent actions taken

(2) The results of any corrective action

E.12.1.1

The entity shall maintain and improve the program by evaluating its policies, program, procedures, and
capabilities using performance objectives. [9-4 10.1]

E.12.1.11

The entity shall improve effectiveness of the program through evaluation of the implementation of changes
resulting from preventive and corrective action. [9-4-4 10.1.1]

E.12.1.1.2

Evaluations shall be conducted on a regularly scheduled basis, and when the situation changes to
challenge the effectiveness of the existing program. [9-4-2 10.1.2]

E.12.1.1.3

The program shall be re-evaluated when a change in any of the following impacts the entity's program:

o434

(1) Regulations

(2) Hazards and potential impacts

(3) Resource availability or capability
(4) Entity’s organization

(5) Funding changes

(6) Infrastructure, including technology environment
(7) Economic and geographic stability
(8) Entity operations

(9) Critical suppliers

[10.1.3]

E.12.1.1.4

Reviews shall include post-incident analyses, reviews of lessons learned, and reviews of program
performance. [9-4-4 10.1.4]
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E.12.1.1.5

The entity shall maintain records of its reviews and evaluations, in accordance with the records
management practices developed under Section E.8.5.5. [9-4-5 10.1.5]

E.12.1.1.6

Documentation, records, and reports shall be provided to management for review and follow-up.
[91-610.1.6]

E.12.1.2 Corrective Action. [9-2 10.2]

E.12.1.2.1

The entity shall establish a corrective action process. [9-2.410.2.1]

E.12.1.2.2

The entity shall take corrective action on deficiencies identified. [9:2:2 10.2.2 ]

E.12.2 Continual Improvement.

The entity shall contlnually |mprove the swtablllty, adequacyl and effectiveness of the disaster/emergency

E.12.3 Continuous Improvement.

The entity shall effect continuous improvement of the program through the use of program reviews and the
corrective action process. [2-3 10.3]
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l »\’ ISecond Revision No. 31-NFPA 1600-2018 [ Section No. F.1]

Global SR-1

F.1 Development.

An internal assessment of the development |mplementat|on and progress made in an-emergency

‘ ‘ ionsa crisis/disaster/emergency management
and business contlnmty/contlnuny of operatlons program is an important part of an entity’s growth and
success. The entity should consider the benefits of developing a documented method to conduct an
assessment similar to the example provided in Annex-BB.1 that also tracks the program's continuous
improvement and progress. This can be done through a “maturity model” or other form of internal metrics
the entity has adopted and committed to monitoring for tracking progress through a defined time period.
By quantifying progress through a scalable method, the entity can also benefit by documenting its efforts
when responding to an internal or external audit process. This form of continuous improvement allows the
entity to set goals (short term through long term), track progress, and eliminate waste in cost and effort
while monitoring present state through future state. This also helps in justifying expenses and
substantiating the need for capital, personnel, and other process components that can heIp to improve
implementation of a U :
crisis/disaster/emergency manaqement and busmess contlnwty/contlnunty of operatlons Internal metrics
can be monitored over a defined time period (e.g., semiannual or annual) and cross-compared with other
divisions, departments, or sectors of the entity.

A specific method of applying a self-assessment and maturity model can include the following:

(1) Defining the key concepts of the maturity model

(2) Defining the elements of each concept

(3) Providing the guidelines and minimum requirements for each element

(4) Defining a method for the entity to conduct a scoring process to record its compliance with the model

(5) Implementing a method to distribute the model, train the participants, gather results, and prepare a
summary to all interested parties

Best practices, lessons learned, and other criteria discovered during the assessment can be shared
throughout, resulting in process improvement for the entire entity.

There are multiple approaches to evaluating the maturity of an-emergency-management-and-business
continuity/continuity-of operationsa crisis/disaster/emergency management and business

continuity/continuity of operations program, and multiple models have been published. Consideration
should be given to providing guidelines and minimum requirements for each item being evaluated by the
entity, so that the assessment is applied accurately and effectively. Regardless of the approach selected,
a continued focus on a quantifiable process and its use throughout all levels of the entity will provide
maximum benefits for the entity.
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l Q\) ISecond Revision No. 33-NFPA 1600-2018 [ Chapter G ]
NFPA

Annex G APELL

This annex is not a part of the requirements of this NFPA document but is included for informational
purposes only.
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Awareness and Preparedness for Emergencies at the Local Level (APELL) consists of a series of
programs first developed in 1988 under the leadership of the United Nations Environmental Programme
(UNEP) with the cooperation of multiple entities, including the U.S. EPA, in response to the Union
Carbide gas leak in Bhopal, India, in December 1984. APELL is a multistakeholder dialogue tool that
establishesis intended to establish adequate coordination and communication in situations in where the
public might be affected by accidents and disasters. The most recent edition of the APELL Handbook
was issued at the end of 2015.

The APELL program was successfully used to implement NFPA 1600, a standard developed to define a
program for the integration of crisis/disaster/emergency management and business continuity/continuity
of operations, and applicable to the private, public, and not-for-profit sectors.

The APELL program for technological hazards was implemented in 1996 in Bahia Blanca, Argentina, a
city located in the southeast of the province of Buenos Aires, by the Atlantic Ocean. The city, with a
population of over 300,000, is an important seaport whose harbor reaches a depth of 40 ft (12 m). The
name Bahia Blanca, which means “White Bay,” comes from the typical color of the salt covering the soil
surrounding the shores.

The need for the APELL program in Bahia Blanca is reinforced by a review of the number and amounts of
hazardous chemicals produced each year. The industrial complex is made up of three types of industry:

(1) Petroleum industry, with an installed capacity of 4 million tons a year, producing ethanol, petrol,
naphtha, GLP, fuel oil, gas oil, gasoline, asphalt, and kerosene

(2) Petrochemical industry, with an installed capacity of 3.4 million tons a year, producing ethylene,
VCM, PVC, polyethylene, urea, and pure ammonia

(3) Chemical industry, with an installed capacity of 350,000 tons a year, producing chlorine and caustic
soda

Figure G.1 Relationship of APELL to NFPA 1600.

Due to the success of implementing APELL and NFPA 1600(see Figure G.1) in Bahia Blanca, Argentina,
the Loeal-Emergency-Planning-Committeelocal emergency planning committee (LEPC) in Lake County,
Indiana has adopted the same integrated approach to enhance the interaction among industries, local
government, and the public as required under the Superfund Amendments and Reauthorization Act
(SARA), Title 1ll. Lake County is located on the southern shore of Lake Michigan and has a heavy
industrial concentration of steel, oil, and chemicals, a similar set of hazards as faced by Bahia Blanca.
The LEPC is recommending a county ordinance to ensure implementation. Other counties in Indiana are
exploring the advantages of using the APELL/NFPA 1600 approach.

The APELL process is being practiced in other places within the United States and worldwide. The
National Association of SARA Title Ill Program Officials (NASTTPO) has encouraged the use of the
APELL Handbook as a guide for local emergency planning committees. The newest version of the
handbook, issued in October 2015, emphasizes the use of metrics based upon gap analysis of
capabilities to support strategic planning by communities as they seek to improve their preparedness and
resilience capabilities. The gap analysis approach is equally applicable to entities seeking to improve their
preparedness and planning capabilities under this standard and will assist managers in the performance
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of the activities outlined in Chapter 7.

A key aspect of the gap analysis is the concept of a “vision of success.” Put simply, this concept is
designed to have communities thinking long range in terms of the preparedness and capabilities
outcomes they would like to achieve. It is an aspirational view of the future that helps to drive strategic
planning and short-term progress. The same concept can be used by entities following this standard to
promote and measure continuous improvement.

APELL process implementation consists of the following ten elements:

(1) Element 1 — Identify Participants and Establish Their Roles

(2) Element 2 — Evaluate Risks

(3) Element 3 — Review Existing Capabilities and Emergency Plans — Identify Gaps
(4) Element 4 — Create the Vision of Success

(5) Element 5 — Making Progress Toward the Vision of Success

(6) Element 6 — Make Changes in Existing Emergency Plans and Integrate into Overall Community
Preparedness Plan

(7) Element 7 — Obtain Endorsement from Government Authorities

(8) Element 8 — Implement Community Preparedness Plans Through Communicating, Educating, and
Training Community Members

(9) Element 9 — Establish Procedures for Periodic Testing, Review, and Updating of the Plans

(10) Element 10 — Maintain APELL Through Continuous Improvement

Each of these elements is illustrated through examples and desired outcomes in the APELL Handbook.

The APELL process informs the community about the risks to which they are exposed and educates the
community on how to react to accidents/disasters. The program promotes the coordination among
representatives from the industry, local-level institutions, and the public. The APELL process includes the
preparation of an integrated community preparedness plan, including preparing the community for early
warnings of emergencies.

Other APELL programs have been produced for mining, port areas, multihazards, transportation, and
tourism-and. The latest edition of the APELL Handbook and these other documents are available at the
“Global APELL Platform” web page-: apell.eecentre.org.
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l Q\’ ISecond Revision No. 34-NFPA 1600-2018 [ Section No. 1.1 ]
NFPA

1.1 General.

Responsibility for preparedness is a whole-community approach that rests on the shoulders of many
stakeholders, from persons with disabilities and other access and functional needs to community
emergency response personnel and the community supply chain that supports this population during
times of peace and emergencies (i.e., Meals on Wheels, food providers, volunteers, public health, NGOs,
infrastructure service providers, and commercial entities). Each segment of the community, has a role in
prevention, mitigation, response, continuity, and recovery that can be addressed in a holistic manner as
long as people persons with disabilities and other access and functional needs are identified in advance.

Submitter Information Verification

Submitter Full Name: Michael Wixted

Committee:
Submittal Date: Tue Apr 03 11:39:05 EDT 2018

Committee Statement

Committee The terminology is being changed to be compliant with ADA requirements and section
Statement: 508.

Response Message:

113 of 132 6/20/2018, 8:24 AM



National Fire Protection Association Report

l Q\’ ISecond Revision No. 35-NFPA 1600-2018 [ Section No. 1.4 ]
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1.4 The Role of Emergency Management and EOCs.

Emergency management departments can be prepared to support people with disabilities and other
access and functional needs by engaging in outreach strategies at local levels with nonprofit and

nongovernmental entities to understand the access and functional needs supply chain of services and

provide preparedness education to NPOs-and-other-services- other providers.
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1.9.2 Additional Documents.
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American Red Cross at redcross.org, search: disaster safety for people with disabilities.

Cal OES Access & Functional Needs at caloes.ca.qgov, search: access, functional, needs.

Centers for Disease Control and Prevention at cdc.gov, search: emergency preparedness for older
adults.

Developing a Disaster Ready Organization — Inclusion Research Institute at inclusionresearch.org,
search: inclusion research institute.

Disaster Resources for People with Disabilities, Disability-related Organizations and Emergency
Managers at jik.com, search: disaster preparedness.

Emergency Response for People Who Have Access and Functional Needs — St. Petersburg College at
spcollege.edu, search: national terrorism preparedness institute.

Employers’ Guide to Including Employees with Disabilities in Emergency Evacuation Plans — Job
Accommodation Network at askjan.org, search: emergency evacuation plans — job accommodation
network.

Evacuation and Transportation Planning Toolkit for People with Functional Needs — CA EMA at
nusura.com, search: understanding evacuation and transportation of people.

FEMA's Functional Needs Support Services Guidance at phe.gov, search: preparedness, planning,
functional, needs.

Guidance on Planning for Integration of Functional Needs Support Services in General Population
Shelters at fema.gov, search: guidance, planning, functional needs, population, shelters.

Individuals with Access and Functional Needs at Ready.gov, search: individuals with disabilities.

Individuals with Access and Functional Needs — FEMA at ready.gov, search: access, functional, needs.

National Council on Disability at ncd.gov, search: emergency management.

National Organization on Disability at nod.org, search: emergency preparedness initiative.

National Resource Center on Advancing Emergency Preparedness for Culturally Diverse Communities at
diversitypreparedness.org.

North Carolina Institute for Public Health at unc.edu, search: assisting persons with disabilities during an
emergency.

Obtaining and Using Employee Medical Information as Part of Emergency Evacuation Procedures at
eeoc.gov, search: emergency evacuation.

People with Disabilities and Other Access and Functional Needs — FEMA at fema.gov, search:
disabilities, access, functional needs.

Project Safe EV-AC Evacuation and Accommodation of People with Disabilities at
preventionweb.net/English, search: evacuation, accommodation, people, disabilities.

U.S. Department of Health and Human Services, Civil Rights at hhs.gov, search: emergency
preparedness.

U.S. Department of Labor, Office of Disability Employment Policy at dol.gov, search: emergency
preparedness and people with disabilities.

U.S. Department of Transportation at transportation.gov, search: emergency preparedness and
individuals with disabilities.

U.S. Office of Personnel Management at opm.gov, search: disability employment.
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l Q\’ ISecond Revision No. 39-NFPA 1600-2018 [ Section No. K.1]
NFPA

K.1 Introduction.

The material in this annex is based on the National Institute of Standards and Technology (NIST) and Fire
Protection Research Foundation research and documents: Developing Emergency Communication
Strategies for Buildings, by E. Kuligowski, S. Gwynne, K. Butler, B. Hoskins, and C. Sandler; General
Guidance on Emergency Communication Strategies for Buildings, 2nd Edition, by E. Kuligowski and H.
Omori; and- Outdoor Siren Systems: A review of technology, usage, and public response during
emergencies, by E. Kuligowski and K. Wakeman- , and A Review of Public Response to Short Message
Alerts under Imminent Threat , by E. Kuligowski and J. Doermann.

The purpose of this annex is to provide information and guidance on emergency communication strategies
to emergency managers, emergency personnel, first responders, government agencies, the media,
businesses, and other entities responsible for alerting and warning the public in the response phase of
hazards and disasters. This guidance is based on multiple reviews of literature sources from a variety of
social science and engineering disciplines.

First, the annex discusses the differences between alerts and warnings, followed by an overview of
emergency communication technology and/or approaches. The annex ends with a presentation of
guidance on emergency communication strategies, including general guidance on coordination and
preplanning, alerts, and warnings.
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l Q\’ ISecond Revision No. 40-NFPA 1600-2018 [ Section No. K.3.3 ]

K.3.3 Wireless Emergency Alerts (WEAS).

WEA is a nationwide program across the United States whereby emergency alerts (currently restricted to
90 characters in length) are sent to individual mobile devices by “authorized government alerting
authorities.” An individual can receive these alerts directly to his or her mobile device without the need to
download an app or subscribe to a particular service. There are three main types of alerts that can be
disseminated through this system: alerts for extreme weather, AMBER alerts (i.e., urgent bulletins alerting
individuals about child-abduction cases), and Presidential Alerts during a national emergency. WEA
messages are always accompanied by a special tone and vibration, which are both repeated twice as the
message is first displayed on the mobile device. In addition to emergency managers, the National
Weather Service is considered an “authorized government alerting authority” and can send WEA
messages for tsunami, tornado, and flash floods, and hurricanes, typhoons, dust storms, and extreme
wind. The WEA messages are sent to individuals based upon their geographical location (i.e., WEAs are
broadcast from area cell towers to mobile devices in the area), their type of device (i.e., it needs to be a
WEA-capable phone), and their wireless carrier (i.e., the carrier must participate in the program). This is
an opt-out program, in that if individuals do not wish to receive WEAs, they can opt out of the system via
settings on their mobile devices.
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Committee:
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l »\' ISecond Revision No. 41-NFPA 1600-2018 [ Section No. K.4.2.2 ]
NFPA

K.4.2.2 Wireless-Mobile-Alerts-and- “Short Messages Alerts "-Sent-via-Social-Media-Platformsfor
Alerting .

The following guidance is provided for the creation of short message alerts (i.e., alert messages with
specific character restrictions) for populations under imminent threat.

Include the following content within the short message alert:

(1) Source of the message

(2) Type of hazard and its consequences

(3) Location of the hazard

(4) Timeline of the hazard

(5) Actions that should be taken by the receiving public

List the message source at the beginning of the short message alert. Messages are more successful in
prompting safe and effective public response if the source of the message is perceived as credible by
the receiving public.

Use clear language. Reduce, and if possible, remove abbreviations, acronyms, and jargon. Clearly spell
out all words, including the source of the message and timeline information (e.g., time zones). When
identifying hazard or safe zones, use terminology that is familiar to the receiving public.

Communicate the seriousness of the event, the consequences of the risk if the receiver does not act,
and the specific actions that should be taken in response to the event.

Craft the messages using imperative- or instructional-style voice, especially when relaying the protective
action(s) that should be taken by the receiving public.
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Statement: more effective for public response.
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l Q\’ ISecond Revision No. 43-NFPA 1600-2018 [ Chapter L ]
NFPA

Annex M Informational References
M.1 Referenced Publications.

The documents or portions thereof listed in this annex are referenced within the informational sections of
this standard and are not part of the requirements of this document unless also listed in Chapter 2 for
other reasons.

M.1.1 NFPA Publications.
National Fire Protection Association, 1 Batterymarch Park, Quincy, MA 02169-7471.

NFPA 72®, National Fire Alarm and Signaling Code, 2046 2019 edition.
NFPA 1026, Standard for Incident Management Personnel Professional Qualifications, 2018 edition.

NFPA 1561, Standard on Emergency Services Incident Management System and Command Safety, 2014
edition.

NFPA 1600, Handbook: Emergency Management and Continuity Programs, 2646 2019 edition.
NFPA 1616, Standard on Mass Evacuation, Sheltering, and Re-entry Programs, 2017 edition.
M.1.2 Other Publications.

M.1.2.1 ASTM Publications.

ASTM International, 100 Barr Harbor Drive, P.O. Box C700, West Conshohocken, PA 19428-2959.

ASTM WK16252 E2640 , Standard Guide for Resource Management in Emergency Management and
Homeland Security-, 2010.

M.1.2.2 CSA Publications.

Canadian Standards Association, 178 Rexdale Boulevard, Toronto, ON, Canada MO9W 1R3.

CSA 71600, Emergency Management and Business Continuity Programs, seeend 2017 edition; 2644 .
M.1.2.3 DHS Publications.

DHS Integration Center, U.S. Department of Homeland Security, FEMA, 500 C Street SW, Washington,
DC 20472.

NIMS DHS ICS-300, Intermediate ICS for Expanding Incidents, 2008: 2011.
M.1.2.4 DRII Publications.

DRI International, 119 West 23rd Street, Suite 704, New York, NY 10011.

DRIl International Glossary for Resiliency;-hitps:#dri-org-glossary-php10/13/2044 .

Professional Practices for Business Continuity Practitioners, 2012.
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M.1.2.5 I1SO Publications.

International Organization for Standardization, 1, ch. De la Voie-Creuse, Case postale 56, CH-1211
Geneva 20, Switzerland.

ISO/TC 223, Societal security.
ISO 22300, Societal security — Terminology, 2012.

ISO 22301, Societal security — Business continuity management systems — Requirements, 2012.
ISO 22311, Societal security — Video-surveillance — Export interoperability, 2012.
ISO 22313, Societal security — Business continuity management systems — Guidance, 2012.

1ISO 22320, Societal security — Emergency management — Requirements for incident
response,2042. 2011.

1ISO 22398, Societal security — Guidelines for exercises, 2013.

ISO/PAS 22399, Societal security — Guideline for incident preparedness and operational continuity
management, 2007.

ANSI/ASSE/ISO 31000, Risk Management Principles and Guidelines, 2011.
ANSI/ASSE/ISO Guide 73, Vocabulary for Risk Management , 2009.
ISO/IEC Directives, Part 1, Consolidated ISO Supplement, 2014.

ANSHASSEASO ANSI/IEC/ISO 31010, Risk Assessment Techniques, 2011.
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M.1.2.6 Other Publications.
APPELL Handbook, United-Nations-Environmental Programme-(UNEP). available on the Global APELL

Platform.

Agency(FEMA).

web-page-

The CIA World Factbook, a handbook of economic, political, and geographic intelligence.
(http://foia.cia.gov) (Excellent source of country information, including background information on
countries not limited to geography, demographics, disaster, economy, political, transportation, and military
information. The online version is updated continuously, while the print version is published every year.)

Kuligowski, E. D., S. M. V. Gwynne, K. M. Butler, B. L. Hoskins, and C. R. Sandler. 2012. Developing
Emergency Communication Strategies for Buildings. NIST Technical Note 1733, National Institute of
Standards and Technology: Gaithersburg, MD.

Kuligowski, E. D. and H. Omori. 2014. General Guidance on Emergency Communication Strategies for
Buildings, 2nd Edition. NIST Technical Note 1827, National Institute of Standards and Technology:
Gaithersburg, MD.

Kuligowski, E. D. and Wakeman, K. {2047). 2017 . Outdoor Siren Systems: A review of technology, usage,
and public response during emergencies. NIST Technical Note 1950, National Institute of Standards and
Technology: Gaithersburg, MD. Metropolitan Washington Council of Governments Small Business
Preparedness: http://www1.mwcog.org/security/security/continuity/intro.asp

Kuligowski, E.D., and Doermann, J. 2018. A Review of Public Response to Short Message Alerts under
Imminent Threat . NIST Technical Note 1982, National Institute of Standards and Technology:
Gaithersburg, MD.

Open for Business Ez® — Business Continuity Planning, The Insurance Institute for Business and Home
Safety.

Quarantelli, E. L., Major Criteria for Judging Disaster Planning and Managing and Their Applicability in
Developing Countries, Newark, DE: Disaster Research Center, University of Delaware, 1998.

Fraining —July1996— The U.S. Federal Emergency Management Agency (FEMAY): ), Continuity Guidance
Circular 1 (CGC 1) , July 2013.

The U.S. Federal Emergency Management Agency (FEMA), Training, July 1996.

M.2 Informational References.

The following documents or portions thereof are listed here as informational resources only. They are not
a part of the requirements of this document.

M.2.1 NFPA Publications. (Reserved)
M.2.2 ARMA Publications.
ARMA International, 11880 College Blvd. Suite 450, Overland Park. KS 66210.

ANSI/ARMA 5, Vital Records: Identifying, Managing, and Recovering Business-Critical Records , 2010.
ARMA TR-22. Glossary of Records and Information Management Terms , 4th Edition, 2012.
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M.2.3 Other Publications.
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The American Red Cross Community Disaster Education provides at redcross.org. Provide s information
organized for home and family, workplace and employees, and school and students. See

hitp/iwww.redcross.org/surveys/capssicde Search: community disaster education.

Building an Information Technology Security Awareness and Training Program, National Institute of

Standards and Technology, Special Publication 800-50, hitp://csrc.nist.gov/publications/nistpubs/800-50
/NIST-SP800-50-pdf- at NIST.gov. Search: building an information technology security awareness.

Contingency Planning Guide for Information Technology (IT) Systems, Security-Handbook-A-Guide for
Managers ; National Institute of Standards and Technology,-SP-800-100,-http:/csrc-nist.gov/publications
Inistpubs/800-100/SP800-100-MarQ7-2007-pdf. NIST Special Publication 800-34, at NIST.gov. Search:

contingency planning at computer security resource center.

Developing Effective Standard Operating Procedures for Fire and EMS Departments, FEMA, 1999, at
usfa.fema.gov. Search: developing effective standard operating procedures.

Generally Accepted Principles and Practices for Securing Information Technology Systems, National
Institute of Standards and Technology, SP 800-14, NIST gov. Search prlnC|pIes and practices for
securing information technology systems. :

Guide to Test, Training, and Exercise Programs for IT Plans and Capabilities, Recommendations of the
National Institute of Standards and Technology , Special Publication 800-84, at NIST.gov. Search: guide
to test, training, and exercise programs for IT plans and capabilities.

Hiles, Andrew. Business Continuity Management: Global Best Practices, Fourth Edition, Rothstein
Publishing, 2014.

Information Security Handbook: A Guide for Managers, National Institute of Standards and Technology,
SP 800-100, at NIST.gov. Search: information security handbook: a guide for managers.

An Introduction to Computer Securlty The NIST Handbook National Institute of Standards and
Technology, SP 800-12, hitp: ,
Search: an introduction to computer securlty

- at NIST.gov.

Congressional-Research-Service Moore, L.K. , “Emergency Communications: The Emergency Alert

System (EAS) and All-Hazard Warnings”: Congressional Research Service,

2009. http:/www.nws.noaa.gov/os/dissemination/nws—eas.shim!

National Incident Management System (NIMS). NIMS Resource Center, at FEMA.gov. Search: national
incident management system.
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Risk Management Guide for Information Technology Systems , National Institute of Standards and
Technology, SP 800-30, at NIST.gov. Search: risk management guide for information technology

systems.

The U.S. Federal Emergency Management Agency Community Emergency Response Team (CERT)
program at ready.gov. Provides information on disaster preparedness, fire safety, disaster medical
operations, light search and rescue, disaster psychology, and terrorism. Search: citizen corps.

129 of 132 6/20/2018, 8:24 AM



National Fire Protection Association Report

130 of 132

M.2.4 Internet References.

https://submittals.nfpa.org/TerraView Web/ContentFetcher?commentPar...

6/20/2018, 8:24 AM



National Fire Protection Association Report

131 of 132

2&88—451514939885}34—&546&4— at ceep.ca. Search crisis commumcatlons plan template

Digital Librarian. Search: digital librarian — writing, speaking, and consulting with a focus on technology.

Disaster Research Center, University of Delaware:- http:/mmww.udel.edu/DRC/ , at udel.edu. Search:
disaster research center.

Disaster Recovery Planning, University of Toronto, at utoronto.ca. Search: business continuity planning.

Emergency Management Assessment Program (EMAP):- hitp-//www.emaponline-org/, at emap.org.
Search: emergency management assessment program.

Emergency Management Competencies:- hitp://, at training.fema.gov. /EMIWeb
ledu/EMCompetencies-asp Search: emergency management competencies.

Emergency Management Institute homepage (FEMA):-http:// , at training.fema.gov/. Search: emergency
management institute.

Emergency Program Manager: Knowledge, Skills, and Abilities—http:// , at training.fema.gov/EMIWeb
ledu/EmergProgMgr.doc . Search: emergency program manager.

Enterprise Preparedness (International Center for Enterprise Preparedness): , at
intercep hitp://www .nyu.edufintercep . Search: international center for enterprise preparedness.

EPA Risk Assessment Portal%p#wwepagov/%kl at epa.gov. Search: risk assessment.

Hazard Mitigation Planning (FEMA )-hitp/iwww-fema.gov/plan/mitplanning/index-shtm , at fema.gov.

Search: hazard mitigation planning

Homeland Security Exercise and Security Evaluation Program:hitps://hseep-dhs.gov/pages
1001 _HSEEP7Z.aspx, at fema.gov. Search: homeland security exercise and evaluation program.

ICS All-Hazard Core Competencies (FEMA):-http:/mww.fema.gov/library/viewRecord.do?id=2948 | at

fema.gov. Search: ICS all-hazard core competencies.

Infomine. Search: infomine — UCR library.

InfoPlease, Countries of the World. Search: infoplease general information.

International Standards Organization (ISO):-http://www.iso.org , at iso.org. Search: international
organization for standardization.

Internet Public Library. Search: ipl2: information you can trust.

Management Institute (FEMA) 1S-120 Introduction, at training.fema.gov. Search: emergency
management institute 1S-120 introduction

Mitigation Best Practices Search (FEMA)-http:/www.fema.gov/mitigationbp/index-jsp , at fema.gov.

Search: mitigation best practices portfolio.
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Natural Hazards Center, University of Colorado:-www.colorado.edu/hazards/ , at colorado.edu. Search:
natural hazards center.

New York State Department of Health (EMS) EMS Mutual Aid Planning Guidelines:

hitp/hwww health-ny.gov/professionals/ems/policy/89-02-htm , at health.ny.gov. Search: EMS mutual aid
planning guidelines.

Ready Business, Federal Emergency Management Agency (FEMA): http://www.ready.gov/business

Records Managers (National Archives):-http//www.archives.gov/records-mgmt/ , at archives.gov. Search:

records managers.

Risk Management Standard (Australia):-http://infostore- , at saiglobal.com/store/getpage-aspx2path=

—NZS_1SO-31000: . Search: risk
management standard.

WWW virtual library. Search: WWW virtual library.
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